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Contents of this handbook

The VCRs DS series range is designed to allow the management and the recording of ONVIF IP cameras with H264 and H265

compression.
This manual describes how to properly install the video recorder and how to make the network connections to access the VCR

remote.
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Product description

The DS Series digital video recorders are destined for video surveillance systems

with IP technology. This type of devices are commonly called NVR. O n V I F

E 'can control DSE IP cameras or other manufacturers as long as they support the ONVIF protocol established standard in the industry

today. Cameras that do not support this standard, but use proprietary protocols, you can not connect.

The DS Series video recorders support both the H.264 video compression format that the latest H265, now run by the majority of our IP

cameras, allowing greater bandwidth economy.
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main Functions

The DS NVR series is the latest generation of video recorders that can integrate all the latest functions required by video surveillance

applications over IP.
LIVE VIEW

The NVR series DS have a variety of video outputs for displaying the cameras in real-time. E 'can connect the computer monitor to the

VGA port or HDMI video output of TV sets.

The HDMI output is today the most widespread and also supports 4K ultra-high resolution monitor. There is no longer the traditional

analog video output BNC type whose resolution is insufficient to support the latest technologies.

And 'possible to view each camera full screen, the cyclical scanning and multivision

4, 9 or 16 cameras simultaneously.
RECORDING VIDEO / AUDIO H264 and H265

These NVR manage video streams H264 or H265.

Registration can be made in continuous mode, motion detection or alarm, with a time-controlled. The audio and video are synchronized.

100% REAL TIME
Unlike more economic end equipment the NVR series DS are always able to record all channels at full resolution and the maximum of 25

F / sec frame rate to provide increasingly higher level of quality images.

PLAYBACK AND BACKUP

The NVR have different search systems to enable quick handling of recordings. Use the time line allows you to move quickly between
times of the day. Through the USB port you can be connected to external storage media such as USB drives, external hard drives, etc.

and save the interest clips in AVI format.

Playback allows modes: Slow motion, fast forward, reverse playback and frame by frame playback. During video playback, the time and

date can be displayed on screen.

INTELLIGENT DIGITAL ZOOM
E 'can easily zoom in on details by using the mouse wheel on the screen, both
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in real-time view that in recordings playback.
CONTROL WITH MOUSE AND MENU IN ITALIAN
All functions are controlled with the mouse in a simple and quick. The usage and configuration menu is entirely in Italian and does not

require time for learning.

Hexaplex

The devices are able to continue recording during playback of recorded files, viewing real-time, remote access, backup, configuration etc.

PTZ CONTROL

The DS series VCRs support PTZ control of motorized cameras speed dome directly through the onvif protocol. The camera's movement

is easily controlled using the mouse and also remote access from a PC or mobile phone.

MOTION DETECTION

The detection of the movements allows to activate the recording and any alarm actions as a result of an intrusion.

NETWORK FUNCTIONS
Through the network port can be remotely monitored in real time, searching and playback of video stored remotely and control PTZ

Speed Dome cameras. And the complete configuration of programming 'also possible.

Remote access is done from a PC using the browser or the program provided for the centralized management of multiple appliances. E

'can also access by mobile phone or tablet with the free application.

ALARM FUNCTIONS

In case of alarm it is possible to generate a variety of actions such as activation of the buzzer or the recall of preset positions of the

speed dome cameras. E 'can also send e-mail and real-time notifications.

REMOTE CONNECTION P2P
The recorders DN series include P2P / CLOUD technology that allows you to connect through your Intenet without the need to subscribe

DDNS services, or to program the mapping of router ports.
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front Panel

Our previous generation VCRs possessed of buttons for controlling functions. It was a legacy inherited from the old DVR where the few

functions are commanded from the front buttons.

Today, the functions of these devices are too many to be managed with the buttons and therefore can not find any buttons on the front of

these NVR. All control is done with the mouse.

There are some LEDs that let you see at a glance the status.

From the top to bottom:
POWER ON - Power LED
NETWORK - This LED is illuminated when the NVR is connected to an external network via the uplink network port. Always check that

this led is on before groped to connect NVR from a PC or mobile.

CLOUD - This LED lights up when a connection is made with our P2P cloud server that allows web access without router configuration.

Make sure that this LED is on before groped to access the NVR via the Internet

DISK - This LED illuminates when the NVR is writing to the hard disk. Check this LED is turned on because if it is not the unit is not

recording.

DSE SRL - ITALY - WWW.DSE.EU



INSTALLATION MANUAL
Video recorders NVR Series DS

Page: 7

Major Specifications

NVR

http://www.dseitalia.it/dati NVR.htm
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Connections

The connections are located on the back.

f ALIDIO OUT 9
O @ @8 O
E \ - VGA
e e Y :
q
L. .-)
AUDIO IN HOMI usB2.0 |mY A MY mA smY ma TEY ma

1-12VDC - Power connector where you can connect the power adapter included 2 - NETWORK PORT - RJ45 connector to connect the
NVR to the LAN. This port, also known as uplink, serves to connect the device upstream in the network, typically the main router or a

switch. Before using the LAN connection must set the network parameters in the DVR setup menu.

3 - POE PORTS - These ports can be connected IP cameras. The NVR incorporates a POE switch and is capable of powering the POE
IP cameras connected to these ports. These NVR also act as DHCP servers on these direct ports, so, if the camera is set to DHCP, will

automatically get a consistent IP address.

Remember that although these NVRs are equipped with poe ports, you do not have to use them. You can connect the cameras anywhere
in the network even leave unused nel'NVR integrated ports. 4-2 x USB 2.0 PORT - There are 2 USB ports. At one of these has to be
connected the mouse. The other can be used to connect USB storage drives such as USB HDD or USB flash drives for backing up

movies. The ports are all the same so you can connect the mouse to the door of your choice.

5-VGA OUT - This port is used to connect a PC monitor. It is a door able to achieve the resolution 1920x1080 1080P (2MP), lower than
the HDMI monitor port. Pe this reason, if you use cameras with higher resolution 2MP and you have a 4K monitor you'll want to use the

HDMI port to connect a monitor.

6 - HDMI OUTPUT - Used to connect a monitor with HDMI input. This port is the most used today in both PC monitors TV-like. Unlike
VGA port, it has the great advantage to also conduct audio. To this HDMI port you can connect a monitor but also a 2MP 1080P 4K

monitor to see the full screen resolution IP cameras in excess of 2 MP.

7 - AUDIO IN - Auxiliary audio input for connecting an audio input which can be useful if
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using two-way audio. Unlike analog cameras, IP cameras in the audio management coming from the camera does not require a separate
entrance as the audio is embedded in the digital stream. This audio input is thus not for recording but can serve to connect a microphone
with which an operator seated near the NVR can talk through the audio output to the camera board (if present). 8 - AUDIO OUTPUT -

mono RCA audio output to connect an external speaker that allows you to hear the audio of the live cameras and recordings. This output

is only valuable if you use HDMI monitor port to a TV monitor that handles audio.
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Mouse Installation

Video recorders DN series control
mainly with the mouse included. The mouse is connected to a USB port
of the NVR. You can connect the mouse to the USB port of your choice.

The mouse can be connected to hot-swap, with the NVR in operation.

Connecting the Monitor

The NVR needs a monitor to show images and be configured. The DS range monitor with VGA port operates at up to 2MP 1080P and

monitor with HDMI port, increasingly common today, at resolutions up to 4K.
We would certainly recommend to use the HDMI port found widely in both PC monitors TV-like.

Care must be taken to HDMI cable length can not exceed 2-3 meters. The HDMI signal is very delicate and to deliver them at greater

distances need our special HDMI cables or our transmission devices.
The HDMI port delivers video, up to 4K resolution, and even audio, if your monitor has one.

The monitor is not essential for the operation of NVR, but must always be connected NVR, at least to allow the configuration. After

completing the configuration can remain in place or be removed.

DSE SRL - ITALY - WWW.DSE.EU



INSTALLATION MANUAL '
Video recorders NVR Series DS

Page: 11

Installing the Hard Disk

Because the recorder is capable of recording you need to install a hard drive inside the equipment. The NVR is always supplied without a

hard disk, so the first step needed is the install disk.

The DS series devices can accommodate 1 or 2 Hard disk depending on the model of any brand provided with SATA connector. There maximum

manageable capacity of 8000 GB (8 TB) for each HDD.

For a better life of the disk you should use Hard Disk DVR-specific rather than normal hard drive from the computer. Proceed with the

installation of the hard disk as follows:
1. Turn off the appliance open the VCR by removing the top cap by unscrewing the lateral fixing screws.

2. Attach the hard disk unit in its seat by means of the fastening screws.

3. Connect the red SATA cable for data and power cable between hard drive and motherboard.

4. Close the appliance with the lid by screwing the screws.
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WARNING: Before you start recording you should use the physical formatting hard drive in the configuration menu to HDD

MANAGEMENT. See the instructions in

Configuration manual. The device will not be able to register until you have completed the formatting.

%" Recording Hard Disk

[wr rae Totale(GE) Libero{GEB) Stato Tipo uso Proprieta Configurare Operare

Istantanea w1 149.05 0.00 Narmale Lacale Registrazione / lsta .. Lettura/Scr.. €3

G di
@ ruppo disco

le Spazio occupato

Messagaio di sistema

@ Avanzato

. La formattazione cancellera tutti 1 dati nella

partizione. Continuare?
Archiv, 1

s
= 4
e @

Spegnimento Aggiorna Aggiungi Formato Esce

Noe
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First start and login

After connecting the monitor, the mouse and the hard disk, you can try the first ignition. Connect the adapter plug on the machine and

wait while the NVR make its start.

Compare the NVR multivision screen that is divided into 16 quadrants. To access the configuration of the NVR brings the mouse down

the screen and when you see the toolbar choose the MENU button.

Alternatively you can also click with the right mouse button and select MENU.

No Link

Single Window
Multi-Window
Corridoio

Controllo PTZ
Aggiunta Telecamera IP

Playback

BA0GEED

Modo d'uscita

Access to the configuration menu is password protected Factory credentials NVR DS

series are:

USER: admin
PASSWORD: 123456

You can of course change them later, taking care not to forget them.
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Mome utente admin 23

Password

Ha dimenticato la pa
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Network Configuration

The NVR video recorders are network where all communication between the device and the camera passes on the LAN.

These NVR also have integrated poe doors and are able to create their own internal network between cameras and NVR, independent
from the external network.

Either way, whether you're using the POE ports on the NVR, whether you have installed the cameras elsewhere in the network, the first
thing you need to do is connect the NVR to your LAN to be able to reach the outside and to enable to search cameras on your network.

To connect to a LAN, as a first step is to connect the port to the back network to your network using a straight type power cable.

Typically the NVR will link to an upstream device such as the router or one main switch. As soon as the network cable will link the green

LED below the connector must light up. If it does not supervise the proper cable works.
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IP ADDRESS ASSIGNMENT

The recorders are able to support the automatic address assignment (DHCP). This means that once connected to the network
automatically acquire the network parameters from a DHCP server, usually the network router. This mode, though from a very
simple hand, it is not the best choice in video surveillance applications since the 'NVR may change your address, following a

restart, while it is more convenient to always know the exact address.

And 'advisable to use the DHCP mode of DVR to know, the first link, the correct parameters can be assigned to the DVR, then you

should set them as static IP so that you can not change in the future.

Before you must obtain from your network some information about the management of the IP addresses used on your network. E
'need to know an IP address can be assigned to the NVR that is not equal to any other existing network device. The first 3 digits of
the IP address must be the same ones used by the other computers, otherwise there will be communication between network

components.

If you do not feel safe in this step remember you can also leave the NVR DHCP, so our cloud server you will always and in any

case to reach it.

KNOW THE PARAMETERS OF COMPUTER NETWORK

If you are unsure of your network operation and do not know which IP address to assign to the NVR you can use certain
commands in DOS PROMPT.

On a PC networked launches a DOS window available between the Windows accessory programs.

Type IPCONFIG at the command prompt and press ENTER. They will see the TCP / IP parameters. The second line is the IP

address assigned to your computer.

DSE SRL - ITALY - WWW.DSE.EU



INSTALLATION MANUAL
Video recorders NVR Series DS

Page: 17

Prompt dei comandi

icrosoft Windows XP [Uersione 5.1.268081
¢C>» Copyright 1985-2881 Microsoft Corp.

:~Documents and Settings“DSE>ipconfig

onf igurazione IP di Windows

Scheda Ethernet Connessione alla rete locale (LAMND>:

Suffisso DNS specifico per connessione: fastwebnet.it

Indirizzo IP. . 192.168.2.3
Subnet mask . . . . . . 255.255.255.8
Gateway predefinito . - 192.168.2.1

xDocuments and Settings>DSE>_

In the above example the address of the PC on which you are working is 192.168.2.3 and the subnet mask used is the classic
255.255.255.0. Al NVR You can therefore assign an address chosen by the 192.168.2.XXX type, where XXX stands for a number
between 0 and 255. E'

important choose an address that is not already used by other devices of network. To verify that the address you chose
is free, try to make a PING from the same DOS window by typing PING followed by a space and from the IP you wish to assign to
the NVR. Press ENTER. If there is no device responds to that address, you will receive 4 REQUEST TIME OUT. In the example

below is occurring that does not exist in a network device with IP address 192.168.1.6 typing: PING 192.168.1.6

Windows XP [Uersion 5.1.26801]
yright 1985-2801 Microsoft Corp.

C:H#Documents and Settings¥AMD>ping 192.168.1.6
Pinging 192_168.1.6 with 32 hytes of data:

out .

192.168.1.6:
4, Received = B, Lost = 4 (188» loss).

uments and SettingsWHAMD>
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The 192.168.1.6 address is available for use and assigned to the NVR.

KNOW OF THE PARAMETERS NVR NETWORK WITH DHCP
Although the automatic IP assignment in DHCP mode is not very convenient in video surveillance, it is useful both because it allows you
to connect the machine to a network with the certainty of not create any conflict, both because it allows to immediately know the network

parameters we can assign to our VCR.

Remember that because the DHCP address assignment will be successful if that networking is a device that acts as a DHCP server,

usually the router or firewall. If in your network has no DHCP server, you can not use the automatic IP assignment.

These NVR are set with DHCP enabled Factory.

If you connect the device to the network and open the OSD setup SYSTEM / NETWORK section there is already the network parameters

correct page for your NVR that have been assigned by the network DHCP server.

Baza TCP/IP | PPPoE  P2P DDNS  Porta Mappatura della porta  Email  Multicast  FTP .
Seleziona NIC NIC1 -.]
Preview
Abilita DHCP e
G Indirizzo IPva 192 . 168 , 2 .2 _|

Maschera subnet IPv4

Gateway IPv4 di default

Festivo
Mado IPvE Inserimento Router =
Utente Indirizzo IPv6
Lunghezza prefisso IPve
a Rata Gateway IPv6 di default
Indirizzo MAC
Sicurezza MTU(Bytes) 1500

Server DNS preferito
Server DNS alternativo

Indirizzo interno NIC IPv4 172 .16 .0 sl
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These parameters are correct for your NVR as assigned by the network DHCP server. You can leave the NVR in DHCP mode without
problems, because if you use our cloud server you can still achieve, but you have to remember that the internal address of the DVR, in
the example

192.168.2.23, might change in the future.

For this it would be better to switch to a fixed address.

To jump to a fixed address just disable DHCP assignment and press APPLY. The network parameters assigned automatically become

fixed and will not change in the future.

Sistema

TCR/IP PPPoE P2P DDNS Porta Mappatura della porta Email Multicast FTP

Seleziona NIC NIC1 2 ]
Abilita DHCP ]

Indirizzo IPva

Maschera subnet
Gateway IPv4 192 .168 .2 St
Modo IPvE Inserimento Router
Indirizzo IPv
Lunghezza prefisso IPv6

Gateway IPv6 di default

Indirizzo MAC

MTU(Bytes) 1500

Server DNS preferito 8 . B . B - B
Server DNS alternative a 8 4 4
Indirizzo interno NIC IPv4 172 .16 .0 L

MANUAL SETTING OF NETWORK PARAMETERS
If your network does not have a DHCP server you can not use the automatic assignment of parameters and you have to manually insert
them into the boxes digitandfo

Because our VCR can talk to your network it is indipensabile which are set the following parameters:

IP ADDRESS
Formed by 4 digits in the xxx-xxx-xxx-xxx format where xxx represents a number between 0 and 256. The first 3 digits must be common

to all network elements. The last digit must be different for each network element. In a rule or private networks using 192.168.0.xxx

182.168.1.xxx
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SUBNETMASK

It must be common to all elements of the network. Normally you use 255.255.255.0

GATEWAY

And 'the address that identifies the network the device through which you access the Internet, typically the router. As a rule, the gateway
is the No. 1 address class (eg. 192.168.0.1) We saw earlier how to know these settings through its network. The gateway setting is

essential because the NVR can see the Internet.

DNS PRIMARY AND SECONDARY

This parameter is important if you want your NVR can use our CLOUD server, or other network services such as email, as it allows the

videoregsitratore to locate internet sites. Without DNS properly set the VCR may not recognize the names of the websites.

The DNS you can get from your Internet service provider, or simply you can use Google DNS 8.8.8.8 and 8.8.4.4

NETWORK CONFIGURATION COMPLETED

Now the NVR network configuration is completed and you can switch to connect the IP cameras as we will see in the next chapter.
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Configuring IP cameras connected to POE
ports on the NVR

The NVR of this range have integrated POE ports to connect the NVR cameras directly. If you took all the power cables of your cameras

near the NVR can connect all these built-in ports.

The NVR can however also connect to external cameras, placed anywhere in the network. If some far NVR cameras are connected
through the network switch, you can leave some of these unused built-in ports to make room for remote cameras.

BETTER USE OF PORTS POE NVR OR CONNECTING THE CAMERA EXTERNAL SWITCH?

The POE ports provided with the NVR is definitely the easiest and cheapest way to connect IP cameras to the NVR. If you use these

ports do not need to buy a separate POE switch.
There are, however, some situations where it is better not to use an integrated poe door, but connect the IP camera to an external switch,

to another point in the network. For example, if the camera is placed far from the NVR, it may not be convenient to bring a direct cable.

Better connect the camera to a closer network switch instead of using a POE port of the NVR.

Also it should be noted that the cameras connected directly to the NVR ports are not contacted directly by other network devices. This
happens because the NVR creates its own internal network to communicate with the cameras that directly links to it and can not be
accessed from outside except through the same NVR. In other words, the IP camera that connects to the gates of poe become SLAVE
NVR NVR and you can not manage them directly with other devices if unplugging them and linking them to your normal network.

For this reason, you should not use the POE ports on the NVR if you can contact the cameras directly to a computer or a second NVR.

Remember that if you choose to connect an external camera you decide not to use a POE port built
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PRELIMINARY VERIFICATION: ONVIF PROTOCOL SUPPORT
You can connect to any POE ports on the NVR IP camera that supports the ONVIF protocol.

Old IP-based cameras owners are not supported standards.

PRELIMINARY VERIFICATION: DHCP ENABLE THE CAMERA
To connect a camera to a poe port NVR is essential that the camera is set to DHCP enabled, as it is necessary that the NVR can assign

an IP address automatically.

If purchases DSE cameras can request that you be provided with DHCP enabled Factory. Otherwise you can consult the camera manual
for how to enter the configuration of the browser and enable DHCP in the network settings. CAUTION - With cameras that do not use
POE power supply, it is necessary to feed the camera AFTER having connected NVR so that the address assignment is carried out

correctly.

PRELIMINARY VERIFICATION: ENABLE ACCESS WITHOUT LOGIN TO CAMERA
If you want to connect the NVR camera does actually happen in Plug & Play without having to configure anything, should be set within

the camera access to video without login. Aimost all IP cameras allow you to set this option in the network settings.

If purchases DSE cameras can request that you be provided with access without factory enabled login. Otherwise you can consult the
camera manual for how to enter the configuration of the browser and enable this option in the network settings. If your camera does not
support access without logging in, it is not a big deal, you just have to remember to include in the NVR of the camera access password,

as discussed below.

CONNECTING A CAMERA TO A PORT POE NVR
The built-POE ports are placed on the back of NVR. They are all network ports power fitted POE for which directly provide power to the

camera if it supports this technology.

In our range power POE is supported by all IP cameras with the exception of mini-cameras and motorized cameras ranging fed

separately. Each port POE is numbered and its number corresponds to the channel that will occupy nelNVR. As soon as the camera is

connected with a normal right network cable, check that the green LED
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below starts to flash rapidly, indicating the start of the network communication. If not, check the cable and make sure your camera

supports power poe. In the picture below a camera it has been connected to port 8 of the NVR.

POE NOT CONNECT A CAMERA TO A DOOR NVR

You can also connect the NVR cameras that do not support POE and which are fed externally, such as many of our motorized models.
The NVR automatically recognizes that the camera does not require power. When you connect this type of cameras remembers first

connect the NVR cable and only after the camera feed, otherwise the address assignment may not operate properly.

CONNECTION PLUG AND PLAY THE CAMERA NELL'NVR
When you connect a camera to a poe port NVR, the NVR automatically assigns an internal IP address to the camera and displays the

image after a short time in the box corresponding to the port number.

This connection is called a "plug and play" because it requires no configuration on your part.
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WARNING - For the Plug and Play installation of non POE cameras it is recommended to power the camera only after connecting NVR.

INSERTING CREDENTIALS OF ACCESS TO THE CAMERA
There are some situations that can prevent the Plug & Play connection to function immediately, the most frequent is the camera's request

for an authentication password for access that is inserted manually by force.

If you have connected the camera to a POE port and the image appears on the screen after a period of about 1 minute it is likely that
your camera requires a password to allow access NVR. To be sure leaves the status icon for a few seconds. In the example below we

have connected a camera on the number 2 port of NVR which has assigned 172.16.0.100 address. The icon was, however, remained

gray and placing on it the mouse find out that the reason is the incorrect password.

_ = -

Auto Passa a H.265 (Efficace qu... | |

Codifica Auto Passa a Smart Encoding (E... OFF -

Istaritanea D della tele... Aggiungi/.. Stato Indirizzo IP 1D della telecamera... Configurare Nome
1P1 [ » ] 192.168.2.169 1 < IP Camera 01 dse
D2z 172.16.0.100 1 <F IP Camera 02
osD [\ P -
D3 o Non in linea(Nome utente o password errati), IP Camera 03
. f D4 172.16.0.5 1 rey IP Camera 04
mmagine
D5 172.16.0.6 1 <y IP Camera 05
Privacy Mask D6 172.16.0.7 1 o IP Camera 06
D7 172.16.0.8 1 Fa IP Camera 07
PTZ D8 172.16.0.9 1 L IP Camera OB
Do m o 192.168.2.73 1 < IP Camera 09
D10 ™ o 192.168.2.88 1 o IP Camera 10
D11 i o 192.168.2.170 1 o IP Camera 11
Ll >

Inattive banda in ricezione: 40Mbps

Aggiorna Ricerca interv... Cancella Aggiunta con... Aggiunta per...

If you find yourself in this situation means you have to go and change the camera configuration in the NVR manually. Proceed as follows:

1 - Access the OSD menu / Camera and get access to the window you see above. 2 - Click the icon to the side of the

camera settings that you just added
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icace qu... |

:oding (E... OFF

ngi/... Stato Indirizzo IP ID della telecamera... Configurar Nome

o 192.168.2.169 1 < ra 01 d
172.16.0.100 1 <> ra 02
Dg‘ Non in linea(Nome utente o password errati) ra 03

172.16.0.5 1 <
172.16.0.6 1 ¥ IP Camera 05

IP Camera 04

3 - In the first box passes from the Plug and Play mode to manual mode that allows you to edit the connection parameters

_ e e
Auto Passa a H.265 (Efficace qu... ~]
Codifica dino -]
Configurare la fotocamera IP
Istantanea e !
N* Indirizzo 1P Stato Quantita Modello ¢ 1P Cahigrs DX
1 5 16.0.10¢ Aggiunta ] 1P Camera 02
osD r
F IP Camera 03
Imimsging 3 IP Camera 04
. IP Camera 05
Privacy Mask 3 IP Camera 06
3 IP Camara 07
PTZ 2 IP Camera OB
Modalita di aggiunta Plug-and-Play 1 4
5
Protacollo Manuale
Indirizzo IP Piug-.and-Pl.ay = !
Porta
MNome utente admin
Password = |eesss
Numero totale della m.
Trasmissione estesa
Ricerca OK Cancella >
Inattive banda in ricezione: 44Mbps
Aggiorna Ricerca interv... Cancella A con... Aggi per... Esce

Modalita di aggiunta Plug-and-Play I ' ‘[,‘&k

Protocollo Manuale

Indirizzo IP Plug-and-Play _ |

Porta

4 - Enter your user name and password correctly that are needed to access your camera and save with OK. Please do not enter the NVR

login credentials that do not

DSE SRL - ITALY - WWW.DSE.EU



INSTALLATION MANUAL
Video recorders NVR Series DS

Page: 26

nothing to do here. You must enter a user name and password set in the camera setup.

5 - Press the REFRESH button at the bottom of the window to check the new situation after entering the credentials. The camera status

icon turns blue, and clicking on it you can see the live preview image.

Camera

o —

Auto Passa a H.265 (Efficace qu...

Codifica Auto Passa a Smart Encoding (E... OFF

Tstantanea 1D della tele... Aggiungi/... Stato Indirizzo IP 1D della telecamera.. Configurare Nome
D1 o 192.168.2.169 1 Fat IP Camera 01 dse
osp D2 q 172.16.0.100 1 < 1P Camera 02
D3 33 172.16.04 1 < IP Camera 03
Immagine D4 R o IP Camera 04
D5 <r IP Camera 05
Privacy Mask D6 | F s . j i ' A v < IP Camera 06
D7 | | < IP Camera 07
PTZ D& q b < IP Camera 08
D9 < IP Camera 09
D10 = IP Camera 10
D11 o IP Camera 11

- .

Inattive banda in ricezione: 35Mbps

Aggiorna Ricerca interv.. Cancella Agaiunta con... Aggiunta per._. Esce

If even after entering the correct password, the camera status icon remains gray, then something is wrong on the camera settings. Leave

icon status for clues on why the connection failed.

It will be necessary to disconnect the camera and connect it to the external network so as to be able to verify the configuration with a PC

and the browser.

Typical causes of failure to connect may be the login settings and the video streaming compression format.
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Configuring IP cameras on LAN

The NVR in this range have built-in ports for the connection of the cameras. You can however also connect the cameras installed on the

LAN without using, or using only in part, the integrated ports.

In this situation both the NVR that the cameras are connected to the local network, such as in the diagram below.

INTERNET

ROUTER

TELECAMERE IP

Before proceeding to the connection of external cameras is necessary that the NVR is connected to the LAN, as described above, and

that the cameras are installed correctly and accessible on the network, each with its own address.

CONNECTING A ONVIF IP CAMERA

To connect an IP camera NVR ONVIF installed on the LAN, proceed as follows: 1 - Access the OSD menu as explained above.

2 - Open the CAMERA tab. You will find a list of cameras loaded in the NVR. In an NVR new table it looks like the one below which

shows, by way of example, an NVR from 16 channels with 8 POE ports. The first 8-channel NVR are factory paired with 8 POE ports on
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NVR back. Below you'll find external IP cameras to the NVR has automatically detected on the network.

Auto Passa a H.265 (Efficace qu... " | |

Codifica Auto Passa a Smart Encoding (E... OFF e '
Istantanea _|_ID della tele... Aggiungi/... Stato Indirizzo IP ID della telecamera... Configurare Nome
[ 1B1 172.16.0.2 1 IP Camera 01
D2 172.16.0.3 1 -y 1P Camera 02
osD
D3 172.16.0.4 1 < IP Camera 03
S D4 POE 172.16.0.5 1 < 1P Camera 04
Immagine
DS 172.16.0.6 1 < IP Camera 05
Privacy Mask D6 172.16.0.7 1 o IP Camera 06
D7 172.16.0.8 1 < IP Camera 07
PTZ D8 172.16.0.9 1 < IP Camera 08
+ 192.168.2.88
LAN ¢ 192.168.2.169
v 192.168.2.170

4 »

Inattivo banda in ricezione: 60Mbps

Aggiorna Ricerca interv... Cancella Aggi con.. Aggi per... Esce

If your NVR manages a maximum number of cameras beyond his POE ports, as in the case shown above, you can add the LAN network
cameras directly by clicking the sign

+ green side of the camera.

If your NVR has many POE ports as usable channels, you can not add the NVR cameras clicking the + sign beside them because the
NVR channels are all already occupied factory by POE ports and no further addition it would be permitted. In this case, to add the
external camera to your NVR, you must choose a channel coupled to a POE port and change it. In the example below we decide not to

use the POE port coupled to channel 1 and connect its place an external camera.
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Auto Passa a H.265 (Efficace qu... [ ]

Codifica Auto Passa a Smart Encoding (E... OFF B
Istantanea |_lID della tele... Aggiungi/... Stato Indirizzo IP ID della telecamera... Configurare Nome
o1 172.16.0.2 1 i IP Camera 01

D2 172.16.0.3 1 .y IP Camera 02
osD

D3 172.16.0.4 1 < IP Camera 03
1 - D4 172.16.0.5 1 < IP Camera 04
mmagine

D5 172.16.0.6 1 < IP Camera 05
Privacy Mask D6 172.16.0.7 1 < IP Camera 06

D7 172.16.0.8 1 < IP Camera 07
PTZ D8 172.16.0.9 1 < IP Camera 08

192.168.2.88
192.168.2.169

192.168.2170

b >

Inattivo banda in ricezione: 60Mbps

Aggiorna Ricerca interv... Cancella Aggiunta con... Aggiunta per.., Esce

3 - Click the SETTINGS icon (gear icon) of the channel where you want to insert the camera. In the window that appears, change the

mode by bringing Plug-And-Play to MANUAL so that you can enter data freely.

Modalita di aggiunta Plug-and-Play I ' '[.s

Protocollo Manuale

Indirizzo IP Plug-and-Play _ |

Porta

4 - In the upper part of the window are listed all ONVIF IP cameras to the NVR has automatically detected on the network. Select the one
you want to add. Always overwrite the user name and password inserting the correct credentials required by the camera. This is

important because the connection can take place.
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Camera

_ T crmaam

Auto Passa a H.265 (Efficace qu... [ |

Codifica = SE - |
Configurare la fotocamera IP
Istant, bnfigurare Nome
ntanea
N® Indirizzo IP Stato Quantita Madello IP Camera 01
1 192.168.2. 88 1 IP Camera 02
osD
2 192.168.2.169 1 IPC IP Camera 03
192.168.2.170 1 IPC IP Camera 04
Immagine

IP Camera 05

IP Camera 06
Privacy Mask

IP Camera 07

PTZ IF Camera 08

< >
Modalita di aggiunta Manuale -
Protocolla OMNVIF b
Indirizzo IP 192 . 168 2 170
Parta BO
Nome utente admin

Camers Numero totale della m.. 1

Trasmissione estesa

B

Inattivo banda in ricezione: 60Mbps

Aggiorna Ricerca interv.. Cancella Aggiunta con.., Aggiunta per.. Esce

5 - Press OK. The camera is now added NVR. To check for proper connection, click the REFRESH button at the bottom of the window

and you'll see a small blue icon next to the camera confirming the connection has, as you see in the picture below.

Camera

_ i “v."znm
|

Auto Passa a H.265 (Efficace qu... ||
Codifica

Auto Passa a Smart Encoding (E... OFF 3
i ID della tel a.. Configurare Nome
Ietantened |__11D della tele... Aggiungi/... Stato Indirizzo IP oM. o
[]p1 o 192.168.2.170 1 o IP Camera 01
|
1 172.16.0.3 1 IP Camera 02
osD o < !
D3 172.16.0.4 1 ¥ 1P Camera 03
Da 172.16.0.5 1 < IP Camera 04
Immagine
D5 172.16.0.6 1 < IP Camera 05
7 1 IP Camera 06
Privacy Mask 05 d72:16:0 o
D7 172.16.0.8 1 “F IP Camera 07
PTZ D& 172.16.0.9 1 o 1P Camera 08
+ 192.168.2.73

192.168.2 88
192.168.2.169

Inattivo banda in ricezione: 53Mbps

m Ricerca intery Cancella Aggiunta con... Aggiunta per.. Esce
W
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If the connection fails, the status icon remains gray. Leave your mouse for clues on why the connection failed.

6 - Exit OSD menu and you will see the live camera image you just added appear in the tile of the channel. Repeat for all system

cameras.

NOTE - The search NVR cameras in the same network segment of its interface. In practice, if the NVR has the address 192.168.0.34,

the cameras will search in the address range between 192.168.0.1 to 192.168.0.255.

'Also possible for special needs, to search for IP cameras in different segments by clicking the SEARCH button INTERVAL

CONNECTION OF ALL ONVIF IP CAMERA NETWORK WITH ONE CLICK

If your NVR has enough free channels, as well as those occupied by built-POE ports, you can also add all the IP cameras detected on

the network simultaneously pressing ADDITION WITH A CLICK button.

Camera

Camera Avanzato _=mm

| Auto Passa a H.265 (Efficace qu.,."i' 1 =
Auto Passa a Smart Encoding (E... OFF -
|_1ID della tele... Aggiungi/.. Stato  Indirizzo IP ID della telecamera... Configurare
[ 1D1 o 192.168.2.170 1 E=2 .
= D2 172.16.0.3 1 < | Camtr_a 02 i
D3 172.16.0.4 L L 1P Camera 03
’ D4 172.16.0.5 1 Fe 1P Camera 04
Immagine
DS 172.16.0.6 1 < 1P Camera 05
1 IP Camera 06
Privacy Mask 105 A7216.0.7 g -
D7 172.16.0.8 1 ey 1P Camera 07
PTZ (=] 172.16.0.9 1 = IP Camera OB |
o+ 192.168.2.73
+ 192.168.2.88
* 192.168.2.169
4 Ld

Inattivo banda in ricezione: 53Mbps

m Ricerca interv.. Cancella Aggiunta con... Aggiunta per.. Esce
W

CONNECTION OF A GENERIC IP CAMERA VIA RTSP

If your camera does not support the onvif protocol or does not support it properly, you can
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Connect your camera using the RTSP protocol. Remember that if the camera is connected RTSP you can just see the live video and

recorded video and you can not handle advanced commands.

To load a camera with the RTSP protocol, do the following:

1 - Access to the settings of one of the channels on which you want to connect the camera and brings the added mode to MANUAL.

Enter as usual IP address, user name and password. Then it brings the protocol setting to CUSTOM

Camera

_ g ——

Auto Passa a H.265 (Efficace qu... | |

Codifica -
Configurare la fotocamera IP
Pl nfigurare MNome
Lo Indirizzo 1P Stato Quantita Modello IP Camera 01
1 192.168.2.73 1 IPC-122 IP Camera 02
osD :
2 192.168.2.88 1 IP Camera 03
. 3 192.168.2.169 Aggiunta 1 IPC IP Camera 04
Immagine
4 192.168.2.170 1 IPC IP Camera 05
Rrivacy Mask } IP Camera 06
[ 3 IP Camera 07
PTZ 13 IP Camera 08
“ 3
Madalita di ta M i =
Protocollo Personalizzato = | Customl b
Indirizzo IP 192 . 168 .2 - 29
Porta
Nome utente admin
Password.: | vesees
Numero totale della m.
Trasmissione estesa
Ricerca oK Cancella .
attivo banda in }(rxrlnnr‘ 56Mbps
Aggiorna Ricerca interv.. Cancella Agglunta con... Aggiunta per.. Ezce

2 - Click the button to customize the protocol PROTOCOL
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Auto Passa a H.265 (Efficace qu...

Codifica -
Istantanea RS

Personalizzato Personalizzatol - IP Camera 01
osD Nome del protacolla Custom1 IP Camera 02

Porta 554 IP Camera 03

Protocollo di trasmissi... - IP Camera 04
Immagine Jbe

Abilita flusso principale IP Camera 05
Privacy Mask

Abilita secondo flusso = IP Camera 07
PTZ Persorso risorse rtspi/f/<ip>:<port>/ IP Camera 08

Persorso risorse rispff<ip=:<port>/ { IP Camera 06

o, U

Inattivo banda in ricezione: 56Mbps

Agaiorna Ricerca interv... Cancella Aggiunta con... Aggiunta per... Esce

3 - Enter the data for the RTSP link. You can start with giving a name to this Protocol RTSP calling. Then it indicates the port (usually
554), the type of protocol (TCP or UDP) and the exact routes to call to evoke the primary flow and, if they enable, even the secondary.
Check the camera manual to know the exact syntax of RTSP support you'll need on PATH RESOURCES boxes (factory indicated path is

an example).

CONNECTION OF AN IP NETWORK CAMERA ON OTHER

E 'can connect NVR cameras on other networks including the internet as long as configured to be accessible.

In this case, the NVR is not able to search for the camera and show already listed, so we must put it in full manual control.

To insert a camera in full manual mode, press the ADD CUSTOM button and enter all data manually.
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Camera

Camera Avanzato —_

Auto Passa a H.265 (Efficace qu... ™ I —
Auto Passa a Smart Encoding (E‘..: OFF =
Istantanea |_|ID della tele... Aggiungi/.. Stato Indirizzo IP 1D della tel era.. Con re i
S [1D1 O 192.168.2.170 1 < mera
osD [F1D2 172.16.0.3 1 < 1P Camera 02
D3 172.16.0.4 1 L 1P Camera 03
Immagine Da 172.16.05 1 E =3 IP Camera 04
DS 172.16.0.6 1 < IP Camera 05
Privacy Mask D& 172.16.0.7 1 <F IP Camera 0_6
D7 172.16.0.8 1 L =3 IP Camera 07 |
PTZ D8 172.16.0.9 1 = IP Camera O8
-+ 192.168.2.73
+ 192.168.2.88
+ 192.168.2.169

Inattivo banda in ricezione: 53Mbps

m Ricerca interv.. Cancella Aggiunta con... Aggiunta per.. Esce
W
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Check the bandwidth available to
the NVR

When configuring new cameras is good to keep an eye on the remaining bandwidth available to handle new channels. The value of this

band, which varies depending on the model, will be pulled down as you add new cameras.

Camera

_ ekl ﬁv."z.m
Auto Passa a H.265 (Efficace qu... I
Codifica Auto Passa a Smart Encoding (E... OFF ¥
Istantanea 11D della tele... Aggiungi/... Stato Indirizzo IP 1D della tel a.. C re =
' [ 1D1 o 192.168.2.170 1 =2 1 era 0
D2 172.16.0.3 1 < IP Camera 02
osD
D3 172.16.0.4 1 L 1P Camera 03
D4 172.16.0.5 1 < 1P Camera 04
Immagine
DS 172.16.0.6 2 < IP Camera 05
1 IP Camera 06
Privacy Mask 2o A7216.0.7 g
D7 172.16.0.8 1 < 1P Camera 07
PTZ (=] 172.16.0.9 1 = IP Camera O8
+ 192.168.2.73
+ 192.168.2.88
+ 192.168.2.169
Ll »

Inattivo banda in ricezione: 53Mbps

m Ricerca interv.. Cancella Aggiunta con... Aggiunta per.. Esce
W

If you are running out of bandwidth available to your NVR and in any case you have to add more cameras you have to take action in the

settings of the cameras already installed and set up video streaming compressed limiting the occupied bandwidth.
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Connection with browser

The easiest way to connect to a VCR DS series through a computer using the Internet browser. The reference is to use browser Internet
Explorer

but you can also use Firefox.

ENABLE PERFORMANCE OF ACTIVEX

When you first connect the device installed in the Internet Explorer browser the necessary activeX components. Without these
components, your browser can not display the image. However, Internet Explorer contains security settings that may prevent the
installation. Before attempting to connect must be enabled download and execution of ActiveX not marked as safe. In Internet

Explorer, select TOOLS / INTERNET OPTIONS

Security Settings - Internet Zone | il
nternet 2
[~ Settings
S [ i i
GeneraIanacy I Content I Connections I Programs I Advanced 9] Dawrload signed ActiveX contrals d
{ Disable

Select & zune\ view or change security settings, Q Enable (nef secure)

— - OFFrompt (recommended)
‘_,,) _\? ® |#| Download unsigned ActiveXl contrals J
= ) Disable (recommended)
O Enable (not secure)

e @ Prompt
|#| Initizlize and script Active controls not marked as safe For sc

Internet =
y 1 ites |
@ This zone is fgr Internet websites, i ) Disable (recommended)

except thoseWsted in brusted and ) Enable (not secure)
restricted 2onds,
’ (& Prompt
4 || Run Activex controls and plug-ins

~ Security level for this zone B Q) Administrator approved
) Disable

R Frishle et
«| | »

I *Takes effect after you restart: Internet Explorer
efault level,

Internet (cal intranet  Trusted sites  Restricted

din leve
- To use the rec ended sel , Click D

~Reset custom settings

Beset o [Medium-hioh (default) = Reset... |
oK I Cancel |

Custorn level... Default lewvel

Reset all zones to default lzvel |

Ok | Cancel | Apply |

In the folder PROTECTION choose the area of interest (Internet or local network) and click CUSTOM LEVEL. Enable all items for the
download and execution of ActiveX particularly those NOT marked as safe. E 'can set the items either ENABLE or ASK FOR
CONFIRMATION. ASK FOR CONFIRMATION setting the browser will prompt you to click OK to confirm the installation of the

component. Finally, save and restart the browser.
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ENTERING THE ADDRESS OF THE RECORDER AND WEB PORT
To access with Internet Explorer, type in the address box, the IP address that you assigned to the NVR. In the example below we provide

a link on the internal network to the DVR an IP address of 192.168.2.30.

T #5
O cm=m o x|

Q_q * Pagina = Sicurezza > Strumenti ;@ ‘!E E] W B~

All DS Series video recorders Factory WEB port 80. Port 80 is the one that browsers use if they have not been clarified another.

Note that if you change the web port in the device settings you will need to specify it in the address bar. The following after the IP

address of the video recorder is the web port is designated 85

Q[ )| & 192.168.2.30:85 Cacoleidl

Eé; * Pagina v Sicurezza v Strumenti l';ﬂ LE 'E::} "w’ =l

Proceed as follows:

1 - Click the link at the top of the window to install the plug-in

e EA hitp:/192.168.2.23/ £ - ¢ | Edpspi6-ep x [ fla

A

MNome utente

Password

 Login Reset

1440x900 & Ia risoluzione per la migliore qualitd dellimmagine.

http://192.168.2.23/ ActiveX/WebPlayer.exe HI00% ~
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2 - Save the executable file on your PC, such as your desktop

Esequire o salvare WebPlayer.exe (0,98 MB) da 192.168.2.237

_E CQuesto tipo di file potrebbe danneggiare il computer, Esegui

H100% -
Salva

Salva con nome

Salva ed esequi

3 - Close the browser and run the file by double clicking on the icon to install the plugin

WebPlayer....

4 - Make a new shortcut with Internet Explorer. Now you will no longer be prompted to download the plugin, because it is already

installed. Enter the login credentials that factory are: admin / 123456

a hittp://192.168.2,23/ ) EA Ds-1p16-8P x| 7@

DSE

MNome utente ‘admin
Password leosase
Login Reset

Y

1440x900 & la risoluzione per la migliore qualita dellimmagine.

% 100% -
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° I 8- & Eoseew -]

W Visualizzazione Live 0 Playback O Impostare

o e W

LIVE VIEWING
To start the live view of a camera you have to select the tab and then click the camera. You can also drag the camera with the mouse in
the box where you want it to appear. For more control you can also click the icon 1-2 at the camera side, to choose whether to use the

main stream, at full resolution, or the lighter side, we recommended via the Internet.
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e hitp://192.168.2.23/cgi-bin/main-cgi

File Modifica Visualizza Preferiti  Strumenti 7

L ~ & || B ps-Ip16-8p

Playback £ Impostare

]ﬁ W  Visualizzazione Live

DS-IP16-8P

o Flusso principale

5 Flusso secondario

% IP Camera 03

IP Camera 04

@, IP Camera 05

o IP Camera 06

% IP Camera 07

e

'5; IP Camera 08

s B oo

m

Visualizzazione Live [ Playback ©  Impostare

D5-P18-8P
& IP Camera 01
Ry 1P Camena 02

g 1P Camesa 03
g 1P Camens 04

Wy 1P Camena 05

‘Rt RE- R - - -
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In the live view of the cameras remotely There are several commands available:

EEER
- You can change the screen layout

[14fps] [1.01Mbps] [720x480] [H.264] [0.00%:]

Switches from the stream

Primary to Secondary, lighter.

. Take a live picture image in JPG format that is saved on your PC. Because the rescue to be successful you must run Internet

Explorer as administrator (right click - Run as administrator). The data are saved in the set in the configuration folder.

E Record live video on the local PC in MP4 format. Because the rescue to be successful you must run Internet Explorer as

administrator (right click - Run as Administrator)

Yy
3 |
+.4
. Digital zoom. Clicking this button enables the digital zoom. You can zoom using the mouse wheel or by drawing a box with your

mouse in the live image.

ﬂ PTZ. Press this button to open the panes in control of motorized cameras.

)

microphone icon to speak live.

Audio. Enable audio playback if the camera it is provided. If the camera is equipped with audio output it is also available the

3D PTZ - Enable PTZ control with the mouse.

PLAYBACK

In the PLAYBACK mode, you can play movies stored nel'NVR
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lizzazione Live B Playback ©  Impostare

*
& ® Camera © 3
& Camera 0} 'y
& Camers ™ 3
& Camera 05 'y
B Camera 08 Y
& Camera 'y
B Camera 0 3
& B Camera 09 2
& Camera 10 F
& P Camera 2
& ® Camera 12 s
B P Camera 1 3
B Camera 14 'y
B P Camera 1 3
& Camera 16 'y

4 TR B (wM e

You should select the camera and the research day. If the NVR are the recordings will appear a blue timeline at the bottom of which you
can click to play the video at different times of day. With the mouse wheel you can change the scale of the timeline. Under the timeline

you come with the usual playback controls.

DOWNLOAD

In the PLAYBACK you can download movies stored in the NVR. You have to press the icon next to the camera

]m = Visualizzazione Li

|Normale
'Massimo tele... Chiuditutto |
'@ IP Camera 01 2
. .kp..(..:;r;wra = i ‘

)| [P Camera 03

@ IP Camera 04

| IP Camera 06

@ IP Camera 07

b 4
: 4
P !
b 4
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Download
Seleziona tele... |IP Camera 01 ¥
Ora di avviame... ;201?-08-16 21:00:00 a Crario di fine |2017-08-16 23:59:59 3| Ricerca
[] MNome della telecamera Ora di avwiamento Orario di fine Tempo totale Tipo di file
] IP Camera 01 2017-08-16 21:00:00 2017-08-16 22:33:23 01:33:23 Mormale
Velocita @ Alto () Normale
Download

In the download window you can choose the camera and the time to press the DOWNLOAD button and download the movie.

Because the rescue to be successful you must run Internet Explorer as administrator (right click - Run as administrator). The data are

saved in the set in the configuration folder.

SETTINGS

In the SET folder you can remotely configure the NVR all options are explained in detail in the configuration guide.
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Client v Impostazions di ba...
Sistema ~
T Nome del dapositive. | D5-1P16-5°
Previen 10 del dipesitive 1
Ora. Lingus del dispositihe Ieakisns W
L Modeto D5-P15-58
Festive
) I di serie ZI02ISTIHONISCO00028
er—
Versiane frnate Bz
Camera v
Dnea di emisione 2017-05-24
vea v
Ora i burcionamants. 1 Glomofl) 1 Orate) 48 Minutsd)
Hard Disk v
Allarme v =]
Allerta v
Rete v
Utente v
Manutensions v

In this section there is also a CLIENT folder where you configure some options of the client browser Internet Explorer

e ;! http://192.168.2.23/cgi-bin/main-cgi pP~-c DS-|P16-3P x ._ '&'

File Meodifica Visualizza Preferiti  Strumenti 7

m @  Visualizzazione Live B Playback

Client A Client
» Client
Ciiama v Stream in Diretta di default |Flusso secondario V|
W
Hanvera = Scala | Tutto |
VCA v Modalita video | Prioritd Mitidezza V|
Dimensioni del file video 1GB e
Hard Disk L] | |
Salva file su C:\Backup DVRY\ | Sfagli |
Allarme 3 | | SRR |
Live View protocallo |TCP V|
Allerta ¥
MNota: registrazioni locali, istantanee e registrazioni scaricate sono salvati nelle cartelline Record, Snap, Download.
Rete ¥
Utente L | Sala |
Manutenzione ¥

DEFAULT STREAM - Defines which video streams start in the live view unless specified.
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SCALE - If you set ALL, the live camera image is automatically resized to ripempire the available pane. If you set PROPORTIONAL the
original aspect ratio of the video is always maintained, filling the rest with black bars. METHOD 'VIDEO - E' possible to give priority to

image quality (SHARP) or playback (REAL-TIME) fluency in the live video playback

SAVE FILES - Here you set the folder where the files are saved as pictures or videos on your local PC.

PROTOCOL LIVE VIEW - You can define TCP or multicast
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Connecting player RTSP

The DS NVR series allow to connect remotely even with a simple RTSP player to receive the video of a camera.

There are many RTSP readers available online without charge, for example VLC downloadable www.videolan.org.

The address to use with RTSP protocol is clearly explained on the page of the System / Network / Port menu

| TCP/IP  PPPoE  P2P DDNS Porta  Mappatura della porta  Email  Multicast  FTP

Porta HTTP 80"

Preview Porta RTSP | 554 _
Porta HTTPS 443 e——

2rn rtsp: // <IP>: <porta> / unicast / ¢ <numero canale> / & <tipo di flusso> /! liv._
Formato URL RTSP <=numero canale=: 1-n

Festivo <Tipo flusso>: 0 (flusso principale) o 1 (flusso secondario)

Utente

Sicurezza

Esce

The address structure is as follows:
rtsp: // <IP>: <port> / unicast / ¢ <channel>/ s <flow> / Live <channel>: n-1 instead of the data in <>

the following data must be entered: <IP>: address IP camera

<PORT>: RTSP port to use (default: 554) <CHANNEL>: channel number to be
displayed

<FLOWS>: Enter O to receive the main flow, one to receive the secondary flow

Here's an example

rtsp: //192.168.2.23: 554 / unicast / c1/s0/ live1: 1-n
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In this example we use eg VLC to open the main steaming of the camera 1 on the NVR that responds to the address 192.168.2.23

& Apri media

I- File ® ) Disco %" Rete Dispositivo di acquisizione

Protocollo di rete

Inserisc un URL di rete;

| rtsp: /192,168, 2, 23:554/unicast/c1/s0/live 1: 1-n|

[ ] Mostra altre opzioni

Riprodud |« Annulla

DSE SRL - ITALY - WWW.DSE.EU



INSTALLATION MANUAL '
Video recorders NVR Series DS

Page: 48

Internet connection mapping in the router

A VCR is normally connected to a LAN that connects to the Internet via a Router. This is a schematic representation of the most typical

situation.

P2P server

P2P Web

IP camera Router

Mobile client 1 Mobile client 2

If we connect to the NVR using an internal PC to the network, the VCR address (typically the 192.168.XXX.XXX type) will be directly
accessible. If you wish to connect through the Internet using a PC placed elsewhere, the interior of our network addresses will no longer
be accessed directly as the only visible from the web IP address will be that that our router will by its WAN side that to Internet outside

world.

The IP address of the router has to the Internet is assigned by the provider (ISP). To know just open a type www.mio-ip.it site or check
the router configuration page. The IP address to the Internet (also called, the WAN side) no longer has a structure of the type 192 ...

while maintaining the same 4-digit structure. An example of web IP may be, to give an idea,

214.67.84.123.

And 'advisable to get from the provider a fixed IP address each time you connect. If there is not the
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possibility is to resort to the DDNS service or use our cloud service (see below).

In order to connect the VCR to the Internet, however, is not simply type in the browser the IP address of the router from the WAN side.
The router acts as a filter and drops every external call that an outgoing call from inside the network is not paid before. To be able to
connect to the VCR is therefore necessary to insert inside the router ports of directing instructions which, depending on the router

manufacturers are called NAT, PORT FORWARDING, PORT MAPPING etc.

The mapping instructions of the doors are set in the router configuration and serve to make sure that the router directs the external

incoming calls, to the internal IP address of the video recorder.

The NVR Series DN, to ensure maximum performance in the connection, always follow the port mapping, although the cloud server is

used. But you can do this automatically, as we shall see below.

THE COMMUNICATION PORTS USED BY DVR

The communication ports used by VCRs DS series are as follows:

HTTP PORT : Default 80. And 'the port used by the recorder to communicate with the browser, the PC-program and in general with all

clients for live viewing. Browsers such as Internet Explorer use the factory port 80 for communication. For example, if we type in the

browser address bar: http://212.12.34.201 will be called the '

212.12.34.201 IP address on port 80.

If in the configuration of the VCR is set different from a WEB port 80 (eg. The door 85) needs to be clarified in the browser which port to

use for the call after pointing the address with ":" as the separation. If, for example. http://212.12.34.201:85 we type will be called the IP

address of 212.12.34.201 on port 85.

PORT HTTPS : By default 443. And 'the port used by the NVR for communication with the client when using the https security protocol

PORT RTSP : By default 554. And 'the port used for sending video streaming

In addition to these 3 main doors there are two additional ports that are used for communication with mobile devices. These ports are

used by the application in access direct the mobile IP of the DVR (are not used in access via cloud)
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PORT MOBILE DATA : 6060 (not modified). Communication port for the mobile application

PORT MOBILE VIDEO : 7070 (not modified). Port for mobile video streaming The 3 DVR communication ports (except for furniture doors)

can be changed in the configuration, but it is not advisable to do so. As we shall see in the next chapter, the DVR DS series allow to

match interior doors (LAN side) to external ports (side wan) for which it is quite rare that there is a real need to change these ports.

Sistema
Base TCPR/IP PPPoE P2P DDONS Porta Mappatura della porta Email Multicast FTP
Porta HTTP 80
Preview Porta RTSP sea
Porta HTTPS 443
Ora

rtsp: // <IP>: <porta> f unicast / ¢ <numero canale> / @ <tipo di flusso> / live
Formato URL RTSP <=numero canale=: 1-n

<Tipo flusso>: 0 (flusso principale) o 1 (flusso secondario)

Esce

MAPPING OF AUTOMATIC DOORS WITH UPNP
The easiest way to map the router ports, and enable it to access the Internet, you use the UPnP function of the NVR. With this function,

the NVR is able to communicate with the router and automatically map the required ports.

Because the UPnP configuration to succeed it is important that the router supports UPNP and that this is enabled. Check in your router's

configuration, which normally meets at xxx.xxx.xxx.1 your network, but you should find the UPNP already enabled factory. In this

example we see where this setting in the Vodafone Station Revolution, one of the most popular routers on the market.
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Gestione utente

SAMES

A4

UPNP

To map the doors of the router automatically enters into the NVR configuration and went to the item SYSTEM / NETWORK / PORT

Base TCP/IP PPPoE P2P DDNS Porta Mappatura Email Multicast FTP

Abilita mappatura porte -
Ereview Modo mappatura ® UPnP nuale

Mappatura UPnP Auto =
(T Porta HTTP

Porta RTSP
fiestive Porta HTTPS
LUtente Tipo di porta Indirizzo IP esterno Porta esterna Porta interna Stato UPnP

Porta HTTP 2.36.224.147 58368 80 Attivo

Porta RTSP 2.36.224.147 54594 554 Attivo

Porta HTTPS 2.36.224.147 55646 443 Attivo
Sicurezza

=
Aggiorna Esce

The UPnP function is enabled the factory to which there is already active with automatic mode selected (Auto). Under UPNP voice there

of http / rtsp / https ports that are external ports, the WAN side, the NVR uses mapping.
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The reason why the NVR uses of external ports (58368, 54594, 55646) different with respect to the internal ports (80,554,443) is to allow
the upnp configuration to function properly because the UPNP configuration of common ports, such as 80, 554 and 443 , also used by

other services, it is almost always blocked by the router.

If you want you can change the external ports (WAN side) proposed by the NVR, by moving the MSI setup to MANUAL and entering the
exterior doors of your choice, such as
50000, 50001, 50002. However, it should leave the automatic assignment because that way you are assured to use uncommitted doors

by other services and automatic mapping will surely succeed.

After you enable the UPNP feature, if it was not already active, press the APPLY button and wait a few minutes because the

configuration is complete.

Then press the refresh button and verify the situation of the UPNP mapping in the table.

%2 Base TCP/IP PPPoE P2P DDNS Porta Mappatura della g Email Multicast ETP
-
‘(-& Abilita mappatura porte -
Preview Modo mappatura & upnpP Manuale
ro Mappatura UPnP Auto =
Qra Porta HTTP 8368
Porta RTSP
) Esativo Porta HTTPS
- Utente Tipo di porta Indirizzo IP esterno Porta esterna Porta interna Stato UPnP
Porta HTTP 2.36.224.147 58368 -1e] Attivo

Porta RTSP 2.36.224.147 54594 554 Attiva

Porta HTTPS 2.36.224.147 55646 Attivo

Sicurezza

a3

Aggiorna Esce

The state ACTIVE, UPNP in STATE column, it confirms that the configuration is successful. If this does not happen within a few minutes

of waiting, occurs in the router configuration that the UPNP is supported and active.

In the configuration of router can control the ports that have been mapped

automatically from the NVR. Oltra to 3 main doors the NVR provides mapping some doors
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accessory, such as mobile ports 6060 and 7070.

Below it is shown the configuration of a Vodafone Station after the automatic configuration.

} 2 2

& Gestione porte x
e G| o 2.36.224.147/main.cgi? page=app.html#cat=internet_port-mapping Q 7
Vodafone Station Revolution 1 utents connesso | Modalita utente esperto -

Sialo e collegamenti Telefono  Intemet  WiFI  Messaggi  Condivisione  Impostazioni  Stato & Supporio

Freval Gestione porte =

Regole firewall IPvE ASS OCiEIZiOH e pOF‘tE

Gestione porte L'associazione delle porte permette a computer remoti di connettersi ad uno specifico
dispositivo collocato allinterno della tua rete.

Host pubblico (DMZ)
Indirizzo IP Porta Porta
DMS & DDNS Servizio Protecollo
lecale lecale pubblica
Host MAT statico - - —
210235T3HQ316... 19216814 TGP 80 58368 Q () (W)
Impostazioni VPM - - —~
210235T3HQ316... 19216814 TCP 554 54594 i () (W)
210235T3HQ316... 19216814 TCP 7070 7070 K (#) (W)
210235T3HQ316... 192.168.1.4 TCP 6080 6080 i (#) (W)
210235T3HQ316... 19216814 TCP 43 55646 E_ () (&
210235T3HO316... 19216814 TCP 82 55493 l () (W)
@
Triggering porte

Triggering porte consente di modificare le impostazioni avanzate per 'associazione pore

2o Protocolle  Portain  Protecolio Porta in
Servizio
in uscita uscita in ingresso ingresso

Nessun tiggering porte definita

javascriptvoid(0)
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The automatic mapping of these ports allows you to use your NVR via the Internet in all its functions.

This whole UPNP configuration is done, most of the time, simply by accessing the NVR and no need of any your intervention. But now

you know in detail how to possibly make manual changes.

MAPPING OF MANUAL DOORS

If your router does not support UPnP function, or this is not usable due to firewalls or other, you have to proceed with manual port
mapping.

First enter the configuration of the NVR and went the voice

SYSTEM / NETWORK / MAPPING THE DOOR. Select the manual option.

Sistema

Baze TCP/IP PPPoE P2P DDNS Porta Mappatura d Email Multicast FTP
Abilita mappatura porte [+

Preview Modo mappatura IUPnP % Manuale
Porta HTTP 58368

Ora Porta RTSP 54594
Porta HTTPS 55646

Festivo

Utente

Sicurezza

Aggiorna mm: Esce

As explained in the previous paragraph, the NVR allows you to use the external ports (58358, 54594, 55646) different with respect to the
internal doors of the NVR (80,554,443). If you want you can change the external ports (WAN side) proposed by the NVR, by inserting the

exterior doors of your choice, such as 50000, 50001, 50002.

You can also embed external ports equal to interior doors (80,554,443) if not already
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mapped by other services.

After setting the NVR on manual mapping, you have to get into your router configuration and insert the mapping instructions in the NAT

or PORT FORWARDING section (check the instructions of the router)

This example shows the mapping instruction operate on Vodafone Station Revolution, one of the most popular routers. We entered the

mappings of an NVR that network address 192.168.1.3 and in which we have set as the doors exterior doors

50000,50001,50002.

Associazione porte

L'associazione delle porte permette a computer remoti di connettersi ad uno specifico
dispositivo collocato all'interno della tua rete.

Indirizzo IP Porta Porta
Servizio Protocollo
locale locale  pubblica
210235T3HQ31...  192.168.1.3 TGP 30 50000 () (&)
LN ANy W
210235T3HQ31...  192.16813 TGP 554 50001 () (&)
A N N
210235T3HQ31.. 19216813 TCP 7070 7070 (&) (®
A Ny N
210235T3HQ31.. 19216813 TCP 6060 6060 () (#)
A N Ay
210235T3HQ31...  192.168.1.3 TGP 443 50002 () (&)
LN ANy W

This NVR is ready to be accessed via the Internet, both from PC and mobile, is calling its public IP address on the web, either through
the cloud server.
If port 80, the WAN side, it is not used by other devices you can add to the mapping instruction: Local port 80 on Public port 80, so you

can call them from your browser from the Internet without indicating public port of the NVR , which in the example is the 50000.

Indirizzo IP Porta Porta
Servizio Protocollo
locale locale  pubblica
80 192.1681.3 TCP 80 80 (P » @
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Internet connection without use of cloud servers

If you have a fixed IP address and have mapped ports on the router automatically or manually as explained in the previous chapters, you

can proceed to the first connecting via the Internet.

TO CONNECT WITH THE BROWSER

Open the browser Internet Explorer or Firefox and type in the address bar of your static IP WAN side.

It is the same thing that we have described previously speaking in connection with the browser on your internal network, but this time, the

internal address instead of the NVR, you must enter your fixed IP on the Internet.

After the IP address, separated by ":", you must indicate the public http port set in the NVR as in the following example

G http://212.34.56.23:58368

S Google e

File Modifica Visualizza Preferiti  Strumenti 7

By calling this address are you calling the 212.34.56.23 address using port 58368. If the mapping statement inside the router is properly
inserted, the router will direct your call to the NVR and the connection will start as if you It was in the internal network. If you want you can
connect to your NVR via browser without specifying the connection port you must manually add the router mapping the outer door 80

towards the interior 80, as explained in the previous section.

With this additional statement in the router you can omit the indication of the address port

G http://212.34.56.23

& Google e
You can also try to connect with the browser from a PC that is in the same network as the NVR. To know your real public IP using a site
like_ www.mio-ip.it
TO CONNECT WITH GUARD STATION PROGRAM
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Inserts the DVR as follows
Info sul dispositivo X

Modalitd d'aggiunta:

#/|P/Dominio  Segmento 1P

Nome del dispositivo | DVR via Internat

IP / Dominio 212.3456.23
Porta 58368
MNome utente admin
Password LLTTT LY
Aggiungi Aggiungi al gruppo . Cancella

Again it must be used outside the door http set in the NVR.

TO CONNECT WITH THE MOBILE APP

Enter the DVR IP in the application indicating the public and the cabinet 6060

CBHOOBOE © T . .4nwm02:16

< Aggiungi Dispositivo ()

Aggiungi a IP/Domain
Nome dvr via internet
Indirizzo 212.34.56.23
Porta 6060
Nome utente admin
Password cesned

Live View Omogeneo
Riproduzione Omogeneo
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Internet Connection Server CLOUD

Each user of an NVR series DS acquires with the product the opportunity to enjoy free use of a CLOUD service to its online service to

make connection to the NVR via the Internet simple.

Our cloud server allows to connect to the NVR via the Internet even without a static IP address on the web. It is a very useful especially

benefit to the private subscriber to which different providers consedono not a static IP address.

CLOUD SOLVE THE PROBLEM OF DDNS

To connect to a VCR through the Internet you must know the IP address of the router that connects to the Internet. To find out which IP
address has its own router from the WAN side that is towards Internet just consult the router configuration or by qualasiasi internal PC to
the network visit a site like www.whatismyip.com or similar. If you can get from your Internet provider (ISP) a fixed IP address, you just

need to remember your IP address in order to call your router at any time.

Many times, however, the providers do not release fixed IP addresses or require the customer to purchase them. Without a fixed IP router

will have a variable IP address may therefore change over time making it impossible for the remote connection.

In this case you can use DDNS services that allow you to know at any time the IP address of your router / NVR. The DS Series VCRs
support many popular DDNS network services like dyndns, no-ip etc. However these services are often paid but not always easy to set

up.
With CLOUD services of DS Series video recorders you do not need or get a fixed IP address from your provider, or take out a

subscription DDNS. We think our cloud to redirect your call to your NVR.

CLOUD REQUIRES THE MAPPING OF DOORS
Unlike our other products that use the P2P cloud server, this requires our DS range mapping in the router that the DVR is able to

automatically perform as explained above in the section on port mapping.
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The mapping of ports on the router allows these NVR provision of greater access than our other cloud products that do not require
mapping. Before

proceed to connection through cloud occurs in section

SYSTEM / NETWORK / MAPPING PORT that UPNP mode is enabled (default setting) and that the table conveys the status UPNP

ASSETS
<r Base TCR/IP PPPoE P2P DDNS Porta Mappatura della § Email Multicast ETP
i
‘(& Abilita mappatura porte -
Preview Modo mappatura & UPnP Manuale
ro Mappatura UPnP Auto =
G Porta HTTP 83168
Porta RTSP
@ Esstivo Porta HTTPS
o Utente Tipo di porta Indirizzo IF esterno Porta esterna Porta interna Stato UPnP
Porta HTTP 2.36.224.147 58368 -1e] Attivo

Porta RTSP 2.36.224.147 54594 554 Attivo

Porta HTTPS 2.36.224.147 55646 Attivo

Sicurezza

Aggiorna Esce

If you can not find the state ACTIVE, it means that your router does not support UPnP or that this is not enabled. Check the router

configuration and if you can not use UPNP recourse to the manual configuration as explained in the previous chapter on port mapping.

The CLOUD SERVER FOR SERIES DS NVR

The cloud server for video recorders DS series is available at the following address:

WWW.STARA4LIVE.COM

THE SERIAL NUMBER (ID) RECORDER
L 'NVR it purchased is marked with a unique ID. The ID of the video recorder is NETWORK panel of the NVR configuration menu, under

P2P. And 'readable even remotely connected with the browser.
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E 'can, if desired, disable the P2P cloud service which, for convenience, is enabled at the factory.

Sistema

TCP/IP PPPoE P2P DDNS Porta Mappatura della porta Email Multicast

Abilita P2P =)

Ecetaw Nome del dominio www stardlive.com
Codice di registrazione 310BENNMIHIOBMLSAMES3BISIF

Qrn Stato del dispositive MNon in linea: il dispositive non & stafo a loud. Aggiung...

Fastivo

Sicurezza

Esce
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G hittp://192.168.2.23/ cgi-bin/main-cgi

File Modifica Visualizza Preferiti  Strumenti 7

L & Google Treduttore @@ Dati di spedizione. snowin... & Google E La? H Rai CCTV STORE

]m M Visualizzazione Live @@ Playback & Impostare

DO~ & || Ed ps-pis-gp O

Client ¥ P2p
Sistema W
p2p @ ON ()OFF
Camera &
Nome del dominio www.stardlive.com
VCA £
Codice di registrazione  310BNNMIH30BML5SAMKS38ISIF
Hard Disk L
Stato del dispositiva Non in linea: il dispositivo non & stato aggiu?
Allarme L

Allerta ¥ E E

Rete A Scansione codice QR |.!'

TCP/IP E
PPPoE
* pP2p Salva
DDNS
Porta

Mappatura della porta

Email

Multicast

FTP
Utente &
Manutenzione L

ito web del cloud. Aggiungere prima il dispositivo,

Under the registration code is given the status of the connection to the cloud. And 'normal that initially the state is listed as "offline" as the

DVR s first configured in the cloud as we will show below.

CREATE AN ACCOUNT ON THE CLOUD

STARALIVE is a very powerful cloud that allows each user to have at his disposal a personal area where record their own video

recorders.

The first thing to do is to register on the cloud by creating an account. To do this, log in www.star4live.com site and press SIGN UP.

NOTE: If you do not have a PC, you can also register via the mobile application. See separate manual for details.
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e @ https:/ /v stardlive.com/Register.aspx L~ @ asignup e
5% By Google Traduttore @ Dati di spedizione. snowin... & Google [ La7 [B] Rai [ CCTV STORE i ~ B v (= & v Paginav Sicuremav Stumentiv @+ =
StardLive T
New User Sign Up
*Usemame: ‘ |
“Password: ‘ |
*Confirm: ‘ |
“Email ‘ Acquire |

*Verification Code: |

11 agree Service Agreement
11 agree to receive service information

To create your account you need to choose one USER NAME and PASSWORD as well as enter a valid EMail address you will need to

confirm your registration.

NVR REGISTER A CLOUD

Now that you registered on the cloud you can access it using the password you choose the LOGIN button.

On first access you are asked to register on cloud your NVR.
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m

@ https://weew.stardlive.com/DeviceAdd.aspx P - @ | d AddDevice B
File Modifica Visuslizza Preferiti Strumenti ?
i By Google Traduttore @ Dati di spedizione. snowin.. G Google [ La7 [ Rai [ CCTV STORE i~ B -~ & v Pagina~ Sicuremav Stumentiv @+

Welcome DSE v Exit Help

StardlLive

Device List & + Add Device

Add Device

Register Code: ‘31 0BNNMIH30BML5AMKS38ISIF

Device Name: |DSE DS 1P16-6P |

Org Name: root

REGISTRATION CODE - Enter the ID of NVR
DEVICE NAME - Enter any name that will identify this NVR (eg CASA) ORG NAME - The Star4Live cloud allows you to divide into
groups NVR. This is a handy feature if you have many NVR. By default there is already set group called ROOT. You can leave this group

if you do not have to manage many devices.

Press ADD to add the device to your account
ACTIVATE IN UPNP NVR

To ensure maximum performance connection, the DS Series NVR automatically perform the mapping of ports on the router using UPnP

technology. First, check that in settings of NVR UPNP is enabled. And 'factory enabled so you should find it already active.

If UPnP is enabled in the NVR and also in the router you should see the ACTIVE indication in UPNP STATE column, as seen in the

example below. Possibly can help press the REFRESH button.
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Bise TCR/IP PPPoE P2P DDNS Porta Mappatura della Email Multicast FTP
Abilita mappatura porte A
Previaw Modo mappatura & upnP Manuale
Mappatura UPnP Auto =
G Porta HTTP
Porta RTSP
Esative Porta HTTPS
Larita Tipo di porta Indirizzo IP esterno Porta esterna Porta interna Stato UPnP
Porta HTTP 2.36.224.147 58368 -1e] Attivo
Porta RTSP 2.36.224.147 54594 554 Attivo
Porta HTTPS 2.36.224.147 55646 Attivo
Sicurezza

Aggiorna Esce

Now you're ready to connect via the cloud.

If after enabling UPNP UPNP in NVR status should remain INACTIVE must occur in the router settings because probably the uPnP

protocol is not enabled.

IF THE ROUTER DOES NOT SUPPORT UPNP
If your router does not support UPnP, you can not use the automatic mapping of ports NVR, but you have to resort to manual mapping as

described in the previous chapter.
CHECKING THE CONNECTION TO THE CLOUD

You can check directly on the NVR if the connection to the cloud has been successful. In NETWORK / P2P section you

find the entry STATE DEVICE: LINE.
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Sistema
r Base TCP/AIF  PPPoE  P2f DDMS Porta Mappatura della porta  Email  Multicast  FTP
iy
O Abilita P2P =
Preview Nome del dominio www . stardlive.com
rF‘ Codice di registrazione F10BMNNMIHIOBMLSAMEKS3BISIF
2 Ora State del dispositive In linea
Nome utente DSE
{/:—\\' Eaativo; Mome del dispositivo dse test
Utente

[=1;% [=]
i

Sicurezza

For an immediate check of the connection status of the cloud is also present a blue LED on the NVR cover.

CONNECTION WITH BROWSER VIA CLOUD

Now that you've registered your NVR in the cloud and you have verified that the UPnP is active in the NVR, you can try the first link via

the Internet.

You can connect to your NVR directly from the cloud with the browser site. Go in DEVICE LIST. Find the list of your NVR with the

connection data. ACCESS Click to login. This will open the link in a new browser window.
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If the connection is not successful it is because the NVR failed to configure the ports of the router via UPnP automatically. If you look

carefully in the STATUS column of cloud you see ONLINE (NAT) instead ONLINE only, as in the following example.
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No sharing records.

The state ONLINE (NAT) means that the NVR communicates properly with the cloud server, but the communication ports are not

mapped properly. Back to previous chapters and verification nel'NVR UPNP that the state is indicated ON.

ACCESS TO CLOUD WITH PROGRAM AND MOBILE PHONE
E 'can use the server CLOUD not only through the Internet Explorer browser, but also with the client program for Windows Guard Station

and the app for smartphone / tablet. See the manuals of the two applications for details.
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