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IP Recording Software

mEmAm

©®O®

Introduction

The Sentinel software is a tool NVR (network video recorder) supplied together with the RN Series cameras to allow viewing and

recording of incoming images from up to 36 IP cameras on the network.

It is a very powerful and flexible tool that can handle streaming video input and lavorali with its powerful functions. The software is

able to communicate only with RN series cameras and can not handle IP cameras from other manufacturers.

Minimum System Requirements

The Sentinel software must of course be installed on a computer connected via network
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local or via internet with cameras to handle. These are the minimum requirements to the PC on which to install the software:
CPU: Intel Pentium 4 2.0 GHz or higher RAM: 1GB minimum
OS: Windows Server2003 / 2000 / XP / Vista / 7 Video: 128MB

o
o
o
©  or higher
©  File system: NTFS (the software can also operate in FAT32 but with reduced performance) Video resolution: Min. 1024x768
o

Installing Software

Insert the CD into the player and follow these steps:

©  Explore the CD and find the installer (xxxxxxx.EXE), double-click to start the installation

O Select the installation language (ltalian available)
CAUTION : This choice defines the language in which you present the installed software. For convenience in this manual we
will refer to Italian language.
©  Accept the license
©  Click NEXT to various confirmation window will appear on the desktop After
the installation 2 icons:
NETWORK RECORDING SOFTWARE - To launch the surveillance program

CONFIGURE TOOL - To launch the configuration program

Log-in

Access to HD NVR program is password protected. The default values are:

USERNAME: admin

PASSWORD: admin

Password is case sensitive
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Login =)

MHome tente admin

Passward ey
P = 4o
@ 3 0
o KB | R

Of course you can customize the password in the settings.

For Vista or Windows 7-based systems may be necessary to launch the program by clicking the right mouse button and choose RUN AS

ADMINISTRATOR.
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Configuration Tool

The configuration program is automatically installed along with the main program and allows you to configure and manage

the connection with peripheral IP cameras.

To start the program double click on CONFIGURE TOOL Make the log-in as described above.

‘® Configuratore Sentinel [=] &
’m Sistemna Backup
ch thiltato [ Tipo Identificativa |IF' |Porta |Videth |ID Utente Password |So|0un0 |V.ID |V.Dra |V.Data 1Audio | -
Chi Si i Mormal Ch1 192.168.2.140 a0 1 Mo Si Mo Mo Mo
Ch2 Mo Mormal Ch2 a0 1 Mo Si Mo Mo Mo
Ch3 Mo Mormal Ch3 a0 1 Mo Si Mo Mo Mo
Chd Mo Mormal Chd g0 1 Mo Si Mo Mo Mo
Cha Mo Mormal Chg a0 1 Mo Si Mo Mo Mo
ChE Mo Mormal ChE g0 1 Mo Si Mo Mo Mo
Ch? Mo Mormal Ch7 g0 1 Mo Si Mo Mo Mo
Chi Mo Mormal Chg a0 1 Mo Si Mo Mo Mo
Cha Mo Mormal Ch3 a0 1 Mo Si Mo Mo Mo
Ch10 Mo Mormal Ch10 a0 1 Mo Si Mo Mo Mo
Chi11 Mo Mormal Ch11 a0 1 Mo Si Mo Mo Mo
Chi2 Mo Mormal Chi2 a0 1 Mo Si Mo Mo Mo
Chl3 Mo Mormal Ch13 a0 1 Mo Si Mo Mo Mo
Ch14 Mo Mormal Ch14 a0 1 Mo Si Mo Mo Mo
Ch15 Mo Mormal Ch15 80 1 Mo Si Mo Mo Mo
Ch1B Mo Mormal Ch1g a0 1 Mo Si Mo Mo Mo i
Name IP MAC | [
=] 192.168.236  00:04:29:16:58:01
200 0004 B2:01

NDET4E 192.16:

EE

Cerca P

Predefinito Ricarica

Salva ‘ Esci ‘

When the program opens a network search is automatically made of all compatible cameras that will appear in the lower right pane. To

return to search you can press IP SEARCH.

Note that CONFIGURE TOOL integrates IP INSTALLER for RN series cameras. This means that you can just installed with factory

address also detect camera, also not consistent with that of the network in which you are working.

The Sentinel software automatically detects all the RN series cameras and is not compatible with IP cameras from other manufacturers.

The top window lists the 36 channels that the software is able to manage.
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To match a camera to a channel select it and drag it to the desired position. E 'can freely edit the parameters in the table, although they
are also editable inside the Sentinel program. At this stage you can simply enter only USER ID and PASSWORD. The functionality of the

individual table entries is thoroughly described in the next section.

Finally click SAVE to store configuration and EXIT to exit. In the DEFAULT window buttons are also available to reset the table to factory

defaults and RELOAD to reload the last saved version of the table.

TIP: If you double-click on the camera in the lookup table in the lower right is displayed in the browser.

Top left in the program there are tabs that allow access to other configuration folders in addition to the CHANNEL we have just shown.

‘@ Configuratore Senti

Canale | § Sistemal | Backup

Applicazione Telecamera P

! 1 v Utilizza ora PC
[~ Reqgola rizoluzione auto,

I [~ Abilta Ping

[ Controll Windaws o 157
Visualizzs Yerfica Timeout |7 Sec

v Utilizza Owerlay Imposta il Timeout |7 Sec

In SYSTEM folder, the following options are:
* RULE AUTO RESOLUTION - When selected the camera's aspect ratio of the image will always be preserved, even if it does not
match the panel prepared by the program based on the split screen that you have chosen. Will enter the side black bars to fill the

window.

This rule option is left to OFF to allow the program to automatically adjust the camera image to the box that the program provides.

* CONTROL WINDOWS - Function enabled only for monitors with more than 1024x768 resolution. By selecting this option, the

Sentinel program appears full-screen as a factory, but in a window with a 1024x768 resolution that you can drag the screen.
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* NOW USING PC - Enabling this option will store movies based on time of the PC on which the software is installed. Disabling the

function will reference the date and time of the camera
* PING ENABLE - Sets the Periodic Table of the cameras. From left disabled if the cameras operating behind firewalls.

* USING OVERLAY - The overlay allows you to reduce the load on the CPU and increases system performance. Disable only if the

graphics card in your PC does not support OVERLAY.

@ Configuratore Senti

Canale | Sistema

Backup

C:%Program Files\iFrozecu Muova Cartella Importa E zporta

= | .

[= Pragram Files

3 Backup

1 E_Map

£ Histary_Log
1 Recard

1 Resource
3 User Manual
£ Wave

01 WebSerser

In BACKUP folder you can EXPORT the Sentinel program in a configuration folder. Pressing EXPORT all custom configurations,
including cameras, graphics etc. You will be saved in various files into a folder where you can choose your hard drive location. Pressing

IMPORT You can import a previously exported configuration.
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camera Options

Launch the Sentinel program by double clicking the icon. Click the SETUP button and once had access to the

programming menu choose the CHANNEL page to open the camera setup section.

oy
- [+
System| Channel,
Canale 1

o
i}

DAMAIAAD

s

On the left of the camera icons are shown from 1 to 18. Pressing the arrows at the bottom it is possible to move the cameras 19 ...

[
=4

DAMMADND

o
@

v

o

Metwork|

w @

User | Disc

®
WA |

Programmazione] Movimento] Maschera] Matariz. | 140 |

Anteprima

BitR ate 143,71 Kbyte/sec. 526,33 Mhbytelora
Immagine
Risoluzione |%|
Qualit? [stancard  +|
Farmato video |H284—v|
WelncitPfotogrammi |T5f|387'|

Registrazione Pre e Post allarme

In &llarme

KB Save Exit
/| &ibilita Canale Tipo canale (Nomale |
Impostazioni base
Identif. 1D Chi
Indirizza IP 192168.2.202
Porta a0 Streaming |1 -
Mome Utente admin
Pagsword
Chiave di codifica
] [
et
Explorer] Connect|

Informazioni

[V] isualizza Mome D Applica a tutti | canali

Visualizza Data \/
Wizualizza Ora All
‘isualizza

| Un solo un fotogramma | Diizabilita Zoom digitale

Audia
Abilita Audio

Configurazione avanzata

Advanca|

e

i mO—gms

Sentinel can manage up to 36 cameras simultaneously RN series. Select a camera, for example channel 1, and configure the

parameters of the folder GENERAL

* CHANNEL ENABLE - To temporarily disable a camera retaining your settings.

36.

* CHANNEL TYPE - Normally this option is left to NORMAL, other options are also available. RTSP and JPEGSTREAM are not

supported, while some importance can have the ASSOCIATED option. If a channel is associated with another it will show the

same
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image of the associated channel without consuming PC resources. A typical application is to associate a camera to 2 channels

and in one of them display zooming of a particular.

R —

......

In this example, the Sentinel software is actually connected to a single camera (channel

1) but are the 2,3 and 4 channel also been enabled as associated channels to zoom in on areas of interest.

+ BASIC SETTINGS - In this section we fit the connection data are consistent with the camera to which you want to connect. If you
have already configured channels with the configuration TOOL (see previous chapter) will end cameras already connected to the
respective channels. E 'can, however, enable channels and enter the connection data manually in this window. In the case of this

window associated channel is reduced only to the choice of the channel to be associated with
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Impostazioni baze
Identif. 1D Laboratarid

Indirizza |P 132.168.2.202

Forta a0 Strearming |1 -

Mome Ltents adrin

s

FPazsword

Chiave di codifica

D e

Explorer Connect

The identifier is customizable at will and is the name of the camera. Address and port used must match the camera. Factory
cameras using port 80, but you can change it at will. In STREAMING box you choose which video streaming use if the camera
has multi-streaming feature. The RN series cameras have 3 customizable streaming each with its own compression, resolution
and frame rate in order to adapt to changing network requirements. The access credentials are needed if the camera requires
them to connect. Click CONNECT to connect the camera (not necessary if you have used the configuration tool) or connect to

the camera with IE browser.

* IMAGE - In this section you set the streaming video settings. In automatic mode will be shown the corresponding adjustments to

the selected stream in the settings of the camera, but you can modify them.

| mmagine

Rizoluzione 1600:1200 - |
Qualit? Standad v |

Formato video H.264 - |
Yelocit Yotogrammi | 15 fps x |

Streaming video is identified with a resolution value, a quality of image or bit / rate, a compression format (if the camera it
manages more than one), and a frame rate. The regulations require maximum bandwidth availability while lower values are to be

used in case of low bandwidth, as in the case of connections via the Internet or mobile network.

+ REGISTRATION PRE AND POST ALARM - If you decide to assign the camera a
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registration on the basis of alarm events from here you can set up a registration period before and after the event.

Reqistrazione Pre e Post allarme

(] I &ullarmne

Pre/Post |5 v| £ |‘I|:| v| ZEC.

* INFORMATION - E 'can define the information to be shown superimposed in vision LIVE.

|nformazioni

(V] Wisualizza Mome 1D Applica a tutt | canal

| %izualizza Data \/’
[ isualizza Ora All

They are available Camera name, date and time. With the ALL button applies choosing the same on all channels.

» VIEW - In this section you can choose to display only an I-frame in the live view and disable the digital zoom function

YWigualizza

| Un sl un fotogramma " | Dizabilita Zoom digitals

Receive only an I-Frame by a camera means only receive the frame compression algorithm that is the source for other
compressed frame. This way you receive one frame at a time with a very fragmented vision, but the maximum uncompressed

video quality.
» AUDIO - It enables or disables the audio management if available in Camera

+ ADVANCED CONFIGURATION - Allows you to define the location, font and color overlays. This configuration is the same for all

the channels for which each change applied in this window is applied to all cameras
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1D Drata/Ora Stato Canale
WL »Jlur  »[foR ~

Anteprima

UL = Upper Left UR Upper
Right = DL = Bottom left DR =

Bottom right

A

Font |

In the preview window shows the visual result.
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HDD settings for recording

The program allows you to record images from the cameras on 'computer hard drives. To do this you need to set the recording dedicated

space.

Launch the Sentinel program by double clicking the icon. Click the SETUP button and once had access to the programming menu, select

the DISC page to open the disk space configuration section.

Bl B8 & 1] ® &

System Channel User Disc IVA Hetwoork| Save Exit
Yolume tatalmente dizponibile .,002 MB
BitR ate Tatale 247,48 Khytesec. g70.06 Mbytefora

Tempo totale di registrazione 1 giomo | 9 Ora 17 ik, 37 180, |Advanced

Cartelle
Percaorso Utilizzato[MBE] Libera[ME] Disponibile[ME] |S.Lettura|
C:%Program Files\iProzecutRecard 0 30,996 Meszuna limitazion M
] Meszuna limitazion M

+ — A v

Archiviazione

| Mantieni il Video per 0

Snapshat

Salva nella Cartella

CAProgram Files\iProsecuySnapshe |:|

By default storage folder is the RECORD folder inside the program installation folder and there is no any limitation of space.
» + /- With the + and - buttons you can add a new archive folder, and delete an existing one.

» Up / Down - With the arrows you can change the order of storage folders. Consider that the program will begin to fill the first

storage folder at the top and once you run out of space to pass subsequent ones
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» TABLE HDD - After adding the folder to the list in the table is displayed automatically as space and space USED FREE.

Percorsn [tilizzatalkB] Libero[kB] Dizponibile(tE] |S.Lettura|
C:MProgram FileshiProsecuthRecord n 30,937 Mezsuna limit: = N '
1 Mezsuna limitazior M

The AVAILABLE column you can if you want to limit the size of the folder to a default value and enable the READ ONLY to
prevent changes.

+ KEEP THE VIDEO FOR - This option allows you to limit archiving to an X number of days for privacy protection requirements.

+ SNAPSHOT - E 'can choose the folder where to save photos taken with the program. The photo shooting in live view using the
right mouse button.

+ ADVANCED - In this section you can decide which camera to record in different storage folders.

Advanced Setting

[V| Enable Disk Group oK. | | T

Channel

Fiemaining Selected

L=l e Py S L SN )

Group

m

N |

10

0] i

- Di\iProsecu 13
i C:AProgram Files\iProsecusRecord 14

Click ENABLE DISK GROUP to enable the function. If the function is not enabled cameras will all be recorded together in the
same storage folders. Click
+ / - to create or delete a group to which you can assign a meaningful name, then drag in the group storage folders that are listed

on the left. Select the group and the match you selected cameras in the two right columns. See example below
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=N S AN

E.l Uffici
i C:AProgram FileshiProsecuS\Record
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LIVE Vision

The primary function of the Sentinel program is to allow to see all the cameras in real time. To do this, the program has several display

options.

2012/01/22

Laborataria
(D o

adrmini@admin

f/‘:i.

&

The right buttons allow to choose the screen that you prefer 1x1: A full-screen camera 2x2: Vision quad 4 cameras 3x3: 9

telecamemere to 4x4 screen: 16 cameras in 6x6 screen: 36 screen cameras subdivision

And 'possible to precisely define which cameras display in the various subdivisions as we shall see later in the settings.

The buttons in the live view are the following:
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» FULL - Take full screen Camera overview by hiding the control buttons. Press Esc to exit.
* MIN - Minimize the program, which remains in the running TASKBAR windows

» LOOP - Allows you to start showing cyclic scanning where active scan cameras rotate on the screen. For example, if display is

active 4 cameras (2x2) by pressing the LOOP button to rotate the cameras 1..4 screen, then
5..8 etcetera. The residence time of each screen is programmable in the settings. LOOP Press again to stop scanning.

* MULTI - Skills / disable multi monitor, if your graphics card handles multiple monitors
* AUTO - automatically has in the case of dual monitor

* RECORD - Enables the recording MANUAL

* PLAYBACK - Accesses the playback of recorded

* SETUP - Accesses settings

» EXIT - Closes the program

Under camera images there are other commands and directions:

admin@admin

()
. LOG IN /LOG OUT - To enter and exit with your password

BOX ZOOM - Allows you to zoom in digitally

the image and obtain a more detailed frame that will be shown in the display window instead of the image compete. To frame the
details you want and you can drag the frame with the mouse in the desired position. E 'can increase the zoom to 100% (normal) to

1000% (10x).

_mnm

into the camera)

LD orr
C7) ofe

. BRADCAST - broadcast audio enabled (if supported by the camera)

I / O - Button for remote manual activation of the relay outputs (if present

CHAT - Enable bidrezionale sound (if supported by the camera)
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1 . - . ;
. PTZ - buttons for controlling speed dome cameras. They activate

automatically in case of motorized cameras or video servers capable of controlling speed dome cameras.
» CONTEXT MENU - Clicking the right mouse button on each camera leads to the following commands: REGISTRATION (active

type preference recording: scheduled, continuous, event-triggered) SNAPSHOT (take a JPEG photos), NOTES (active detection

alarms), CHAT (active audio), oUTPUT (active board room relay output).

7= o
. m ICONS OF STATE - Each active camera shows in the lower right 3 icons that may be red (ON) or off (OFF) and show

status of the camera. They point from left to right: RECORD ON / OFF MOTION ON / OFF, ALARM INPUT ON / OFF.
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Playing your recordings

To play back recorded video, press the PLAYBACK button and open the playback window. The program has a search timeline that

allows in a few seconds to find the images that interest you.

PlayBack

@ ©

P

© ©

=- 2012 anno
- 01 mese
L 22 giom|

Fl Tl 3

Riproduzione Asincron
|/ ¥isualizza Mome |D
|| Wisualizza Ora

Disabilita Zoam digitale

Lizta Eventi

Migliramenta immagine

To play the camera, day and time that you want to proceed as follows:

* SELECT THE DAY - Acting in the calendar window to choose the day of interest

= m;s:e
Lo 22 giarkn
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* SELECT THE CAMERA - Operate in numerical bar under the monitoring panel and enable the cameras to be displayed

You can enable how many cameras you want: the viewing area will automatically be divided accordingly.

* SELECT HOUR AND MINUTES - Act in the time line to select hour and minutes

It is composed of 2 lines numbered. The lower one is numbered from 0 to 24 and represents the hours, the top one from 0 to 60
and represents the minutes. The timeline assumes different colors depending on the data in the database. NO COLOR - No data

RED video in that period - Normal Recording

YELLOW - Recording activated by motion detection BLUE - Recording activated by
alarm input GREEN - activated recording from other alarm conditions GRAY - The time

period you've selected

» CHECK THE PLAY

W]

@ @

The control buttons allow, with the usual notation of VCRs the following functions: PLAY, PAUSE.

The two buttons with forward and back arrows are used during the break to go to the next or the previous enabling a detailed

analysis of what is being played. The top slider adjusts the playback speed: normal (x1), fast (x2 ... x32) or slow motion (-2 ... -32).

There are also some selectable options available:

+ REPRODUCTION ASYNCHRONOUS - This option allows you to simultaneously play different cameras at different times.
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* VIEW NAME ID / TIME - Controls the overlay

* DISABILITY DIGITAL ZOOM - Always show the video in its original format

* EVENTS LIST - Shows the list of alarm events

* IMAGE ENHANCEMENT - Opens the image adjustment window (brightness, contrast etc.) included vision in B/ N and in

negative.

To the left of the timeline is the digital zoom box that can be used as the live view. A timeline of the right are two buttons:

- It allows you to watch movies on the SD card of the camera, though this course is so equipped

o FERESE it allows you to update the data of the time line

With the upper right button you can EXPORT files:

=

. Fa It allows you to save the frame to display photos as JPG. Before pressing the shutter should pause playback at the
desired point.

. A - It allows you to export your video as an AVI video file. Enters the export window
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Dra diinizio H (b

anno / mese / giomo Ora : min. : Sec Exit
|ZD12 'H1 "||23 '| |D 'Hw "||D '| kAodalit?
Ora difine S
anno / mese [/ giomo Ora :  min. . sec ) JPEG
2z -1 ~flzs -] [0 -][18 ~|[ss -]
|19-36 |

i1 Mz Fla Flg Fs FlE Fle Fle g
11 e s 0 B 0 o o 0 v B

Salva nella Cartella ChProgram Files\iFrosecu F|
[T Timestamp [Vlncludi Audio
Asanzamento
0 fotogram| 0 Ora 0 rmin, 0 sec 0 file

In this window you must specify the date / time clips and time / date of the end clip, then the cameras to export. E 'can choose the
folder in which to create the file and decide whether you want to include the overlay of the date / time and the audio. The section

MODE 'lets you choose whether to export an AVI video file or JPG photos every XXX seconds.

| &
Press the button to start exporting. Sentinel will generate many AVI files how many selected cameras. For playback, you

can use any player such as Windows Media Player.
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VAT - Intelligent Video Analysis

The Sentinel program can analyze the images from the cameras and generate automatic alarm actions following the occurrence of a

movement.

To set the function, commonly defined MOTION DETECTION Click SETUP button and choose the VAT

System Channel, User Disc VA Hetvoork |

H 8 & @ |®] e = 5o

= = B -
| = Chi:Laboratorio | |Azione Parametri
L. Movimento namale

Lt ST

- Chd:Chd

- Chi:Cha

- dularmn [Device)

- Movimento nomale [Device]

- Sistema

Anteprima Configurazione

Laboratorio : Movimento normale

|| Abilita funzioni IV

Parametri

.. 3assz Alka
Sensibilit? ]

= |Zanc:e||a Dat,
3 |

Arza di Rilevamento

@ Detect AreadLing |Tutti |.anc:e||I

ancell I Simulazione |

To set a recording, proceed as follows:

. SELECT THE CAMERA - First in the left window select a camera, press the + button to add the detection of NORMAL

MOVEMENT.

. INDICATING ALARM ACTION - Select in the left window the NORMAL MOVEMENT voice or another trigger the alarm. Press

the + button in the right window to match the alarm action to perform. The following are available ACTION ALERT:
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PLAY SOUND - Plays a WAV sound via the PC sound card or alternatively drives the buzzer PC for a programmable duration.

MESSAGE TO VIDEO - Displays a screen warning message overlay in the image

GO TO PRESET - If you have one or more motorized cameras or video servers that control speed dome cameras you can be
called a PRESET later alarm to automatically rotate the camera to the preset position. It is possible to simultaneously rotate

multiple cameras in response to a single detection.

SEND EMAIL - Send warning e-mail. You should enable sending email and specify the parameters in the system settings.

Sentinel can handle alarms from different origins. The top window on the left there are some items that represent the different CAUSES

ALARM GENERATION

[=- Ch1:Labarataorio
. Movimenta normale
. ChZ.Ch2
. Ch&:Chd
. ChEChE
— -Alarm [Device]
- LeCh1-DI0
— - Movimento normale [Device)
- Ch1-Mation
or

— : S_istema
e DighFull

* CH1 --- CH36 - MOVEMENT NORMAL - This is the detection of the movement generated by the software
* ALARM (DEVICE) - These are the alarms generated by a camera onboard alarm inputs (if available)
* NORMAL MOVEMENT (DEVICE) - This is the detection of the movement carried out by the camera, thanks to its internal

firmware.

» SYSTEM - DISK FULL - This condition allows to generate an alarm when you run out of available space for the recording.

The detection of the Sentinel movement can be adjusted so as to avoid as far as possible false alarms. ADJUSTMENT MOTION:
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Configuraziohe
Laboratorio : Movimento normale

[V] shilita funzioni v

Farametri
z Alta

fogctal

3a
Senzihilit? i

ﬂ |:an|:ella Drat,

L8]

Area di Rilevamento

@ Detect Arealdline |E| |@|

Size Filter .ancell |5imulazinne

* ENABLE - Enables the selected survey

* SENSITIVITY '- E' can adjust the sensitivity of detection
* DETECT AREA - E 'can draw by dragging the mouse in the window area in which to perform the detection. Any movement outside

of the defined area will be ignored. E 'can draw up to 3 MASKS OF REVELATION.

» SIMULATION - Allows you to test the programmed functions.
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remote Control

The Sentinel program allows you to connect remotely through the REMOTE client application, or even using the Internet Explorer
browser and also a 3G phone. In this way instead of individually connected to individual IP cameras you can view the entire system in a

single connector.

First you must enable these services in configuring the program. Click SETUP and press NETWORK

g 8 & e o= & B o

-_— =
System Channel, User | Disc VA | Networ KB | Save | Exit

Configurazione Fete

IF Lacale 192168.2.24
[V] Ailta Sentinel web Porta 80 = |
/| Abilita Sentinel Remote Farta 2222 '!l__ |
Advanca|
|| Abilita Sentinel 3GPP Porta 554

Sentinel Remate Lite

1
Export |
Remate Connect Limnit
Remate Connect bax Number 20

The local IP window shows the IP address of the PC on which the program to be used remotely to connect is installed.

« SENTINEL WEB ENABLE - Enables access to remote PC via browser such as Internet Explorer. The factory communications port
is port 80
* ENABLE REMOTE SENTINEL - Enables access to remote PC via the REMOTE application that is installed along with Sentinel.

The factory communication port is the port 2222
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* SENTINEL 3GPP ENABLE - Enables access via 3G mobile devices

REMOTE CONTROL WITH BROWSER

The most immediate remote connection to be made is the connection using the IE browser. This connection is through the installation of

an ActiveX component that allows the browser to control the remote Sentinel software. To allow the installation of ActiveX component

installed in the browser's security settings must first enable.

|

General Privacy I Content I Connections I Programs I Advanced

Select a zone\ view or change security settings,

@e\| v

v
Internet

Mpcal intranet  Trusked sites

Internet
This zone is Rar Internet websites,
except thoselisted in trusted and
restricted zonde.

)

Restricked
sites

Sites |

- Security level For this zofe

Custom
Cuskom settin
- T change thelsettings, click Cu:
- To use the recmmended seth

i level.
, click Default level,

Custom level... Default level

Reset all zones to default level

Secutity Settings - Internet Zone |

[ Jettings

|#| Download signed Activex controls
) Disahle
QD Enable (not secure)
ORPrompt {recommended)

|| Download unsigned Activer contrals
) Disable (recommended)
) Enable (not secure)
{® Prompt -

) Disable (recommended)
) Enable (not secure)
(+) Prompt

| Initizlize and script Activel controls not marked as safe for sc

|#| Run Activer controls and plug-ing
Q) Administrator approved
) Disable
M Friahle

4 |

*Takes effect after you restart Internet Explorer

.

[~ Reset custom settings

Medium-high {default)

Reset to!

LI Reset... |

]

Cancel |

OK |

Cancel | Apply:

In the folder PROTECTION choose the area of interest (Internet or local network) and click CUSTOM LEVEL. Enable or set to PROMPT

all items for the download or execution of ActiveX especially those NOT marked as safe. To connect with Internet Explorer, open the

browser and enter the IP address of the PC that hosts Sentinel in the address bar. If the ENABLE SENTINEL WEB option is enabled in

the software appear one containing two options page:

* ONLINE MONITORING - Enable live viewing in the browser

* REMOTE DOWNLOAD APPLICATION - Download the program for remote access (see next paragraph)
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€5

English - |

2 hitp://192.168.2.24

A Edit - Post to Blo & Convert ~ [ Select
9 | |

= Remote Monitoring Options

Remote Monmitoring Options

[ Cnling Monitoring |

| Dewnlead Remote Application |

Clicking online monitoring you start to install the necessary ActiveX components and open the remote viewing window

Mo IPCam Mo IPCam No [FCam Mo IPCam Mo IPCam Mo [FCam

Mo IPCam

Mo [FCam Carn Mo IFCam

Password
Medium -
st m
Connect|

In the lower left post USERNAME and PASSWORD and click CONNECT boxes. You can adjust the video quality (Medium, High,

Low)
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REMOTE CONTROL WITH REMOTE PROGRAM
The remote connection can also be done by installing the REMOTE client program. This program is installed automatically with the
Sentinel software. Alternatively you can also install it by connecting with Internet Explorer as seen in the previous chapter and choosing

REMOTE DOWNLOAD APPLICATION.

This will download the REMOTE client application on your PC and you can install. Launch the program on the remote PC

REMOTE

sun =egnale  Messun zegnale

Defblt
Sarves chann
T Probatu DSE

First you must enter the connection data at the remote PC. Press the SETUP button and select NETWORK

Mame server iProsecu My MHome server Indirizzo [P |P0rta | -

Indirizzo P 192.168.2.24

Porta 2222
E e
USER] usER]

Enter a descriptive name for this connection, then the IP address of the PC where it resides
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the software. The factory is 2222. Press + to add the remote connection to the list, save and exit programming. The new server will

appear in the lower left corner

Server Name : Default lHiprn:nduc:i uh fotogrammma v]
Server chiuzo
NVR Frosecu DSE | Bt - |

Double-click on the list name. Remember to enable the ENABLE function in the REMOTE SENTINEL Sentinel software. You will be

prompted to enter USER AND PASSWORD for access after you activate the link.

Compared to the link with IE REMOTE program allows many more checks beyond simple live monitoring images.

* PLAY ONE FRAME / TWO FRAME / ALL - This setting offers 3 chances to frame rate. As a rule it is preferred to receive all
frames, but in the case of low bandwidth or high number of cameras is only possible to receive an i-frame (not compressed frame)

or an i-frame every 2

» SELECTION OF STREAM - E 'can choose whether to receive the stream 1 or 2 of the camera or let the automatic selection
(AUTO).

+ SCREEN DIVISION - E 'can divide the screen into multiple quadrants as in the local live viewing

* RECORD - Pressing the record button recording images on the hard drives of the remote PC
* PLAYBACK - E 'can search and review movies stored in the remote PC.
+ SETUP - E 'can change the programming of the Sentinel remotely. Some programming steps related to the system, such as

network configurations and hard disk, are not accessible remotely.

REMOTE CONTROL WITH REMOTE LITE PROGRAM
The Sentinel software allows you to create an application that can operate the remote connection to the program without the need for any
configuration. And 'the ideal tool to provide access to a personal system that you are able to train properly. To generate this application

acts on the EXPORT button in the NETWORK section of settings
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H B2 & @ ®| o=

System Channel User | Disc | VAL

Configurazione Rete

IP Locale 192.168.2.24
[7] &bilita Sentinel Web Pota 80 =
|| &hilita Sentinel Remate Parta 2222 —
Advance
|| Abilita Sentingl 3GFP Parta 554

Sentinel Remate Lite

Remote Connect Limit

Remate Connect Max Number 20

A window will open to generate the EXE file in a folder that you can name as you like. Before the creation of the file you can define which

cameras are to be authorized for viewing and which must remain confidential.

The EXE file launched on the remote computer connects automatically and is only used for live viewing. Operation is amalogo to the

REMOTE program described in the previous chapter.

REMOTE CONTROL WITH MOBILE 3G or PDA

The Sentinel software also allows connection to mobile phones and PDAs that enables live viewing of one camera at a time.

You first need to download an RTSP player program. For example, using an iPhone, you can download "OPlayer Lite" available free on

the APP STORE.

There RTSP readers for major operating systems Android, BlackBerry etc. Start the player and click OPEN

RTSP URL for the connection type:

RTSP: // IP-address / CHO1 to display channel 1 in real-time. Replace 01 with the channel
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you want to see up to 36.

Q nsp192.168.2.81/cHo1] (AR

The port used by default is 554.

Do not forget to enable the ENABLE SENTINEL 3GPP software.

DSE SRL - ITALY - WWW.DSE.EU



USER MANUAL '
SENTINEL SOFTWARE FOR H.264 IP CAMERAS

Page: 32

Other settings

SYSTEM

Press SETUP, then SYSTEM

Bl B & @ ® &

System | Channel, User | Disc | IVA Hetwork KB Save Exit
Hulti Manitor Schermo
Riproduzione ‘ 1 = | YWideo Live 1 & Ch1 Chz Ch3

Imp. Rotazione 2
Imp. Rotazione 3

E-Map 1 - | E Imp. Ratazione 4
Log File Ch4 Chh Chk
|| Log Sensori ﬁ
[¥] Log Mavimenta [ | Log Ltenti Log
Formato data Ch? Chi Chi
2012/01/25 | EI
. + —
On Program Startup = i )
o | 19-36]
| Lagin an program startup e et
| Awuto open on program startup Riproduzione = 3 SEC
Divisione scherma Chil chig [ch1d [ohd [eh1g| [erg [oni7] [one
| 1ul - | Schema intera | Ciclico automatico
Funzioni aggiuntive Impostazioni divisione scherma
11 | Schemo intero [ | Giclieo automatica | D1ivisi0ne utilizzata livisione non utilizzat
[ Programmazione Riavvin Automatico ‘ il 1x1
[ Aewio automatico alla partenza diwindows :mp j 2x2
— m
[ &sbilita Email i 33
Impd | dyd | €—2>
. o o / Imp 5 | Fixf 43
|| Sovrascrivi quanda il disco ?pieno el
|| Minimize live independently Bxh
E:5
Infarmazioni su Sentinel Flayer
r-:'
About Export

In this section we are setting certain general character functions.
* MULTI MONITOR - Using graphics card with multi-monitor support is possible to equip a PC multiple monitors. This can be very
handy in video surveillance. Sentinel is able to automatically detect if the computer has multiple monitors and enables you to
control them. In MULTI MONITOR window you can decide which monitor to display the PLAYBACK window and LIVE Vision.

Other options are not active.

* LOG FILE - This section allows you to view and export the event log in the CSV or EXCEL format system. E 'can choose to export

the SYSTEM events, events MOTION DETECTION, the ALARM INPUTS and USER accesses. Pressing
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LOG shall be taken first to the display and then export.
* DATE FORMAT - defines the format to use for displaying dates

* LOG IN ON PROGRAM STARTUP - With this option, the program will require the login password before showing the cameras. If
this option is disabled the live monitor is free and the password is only required for additional features.

+ AUTO OPEN ON PROGRAM START UP - Defines which display automatically show when the program starts.

» DIVISION SCREEN - Choose which split the screen to show the program start (1 to 36 cameras). They are also available for the

startup options of full screen program and to launch the cyclical scanning startup.

* SCREEN - Sentinel allows for configuring which cameras display in the program screens.

Schermo
Ch1 Ch 2 Ch 3 Ch 4 11 np. Botazione 1
Imp. Rotazione 2
Imp. Rotazione 3
T2
Ch& Ch & Ch? Ch 8
33
Ch9 Chi0 Ch 11 Chi2
a4
Chi3 Chi4 Ch15 Chik EXE
* =
| 19-36]

Scambio autormatico
3 FEC,

Ch17 [Ch1g

In this window you can choose with the buttons splits the screen 1x1, 2x2, 3x3, 4x4, 6x6. Depending on the view are listed to the
right of the available scans. for example in the 3x3 division are available 4 rotations (tel 1-9, 10-18, 19-27, 28-36). For each screen

you can drag cameras at will on the screen, taking them from the table below.

+ AUTOMATIC EXCHANGE - Defines the dwell time of each screen during polling.
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+ SETTINGS SCREEN DIVISION - Sentinel can manage up to 5 screen divisions. Default splits are 1x1, 2x2, 3x3, 4x4, 6x6. E 'can,

however, use an alternative 4x3, 5x4, 5x5, 6x5

Irmpostazioni divizione schermo

Divizione utilizzata livizione non utilizzat
Irmp 1 11
Imp 2 | e
Imp 3 | 33
Imp 4 Jcd] {—>
Imp & Gxb 443
Fd
Latal
Ex5

* PROGRAMMING AUTO RESTART - Here you can scadenziare periodic restart of the program at a certain time each day of the

week.

Ora Pinti
oem [0 ~] [0 ~]
[ Lun o -] [o -]
) Mar o~ [0 -
["IMer o -] [o -]
[l Gie b~ [0~
|Ven b -] [o -]

Sab e ~] [ -]

i s
@ X
+ AUTOMATIC START TO WINDOWS START - Start Sentinel at PC startup automatically.

* ENABLE E-MAIL - Sentinel can send emails in case of alarm. Here you can set the parameters related to sending e-mail.
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Propiet?
Indirizzo zerver SMTP Parta .
mailbus. fasthueb. i 20 I
—
[] Server SMTP richiede Autenticazione [] Server SMTP richiede S5L

Autenticazions

Da Lizta kail
Telecamera RM-6218 7

&

infol@dzeitalia. it

Oggetto

Allarme da telecamera

[] &llega immagine  Intervalle dinvia | 30 - | seC.

Contenuta

Inwio automatico in zeguito a intrusione. -
Wia LaWalle 51
San Mauro Torinese

, i B3 &

You must enter the address of the SMTP server and the port used (usually 25), as well as any authentication. In the DA indicate the

description to be included in the email as the sender, in the field CONTENT OBJECT and what you intend to write in the message.

In the field, enter the recipient's email address to be added to the list with the + button. The check signal in the adjacent list of every

address allows you to temporarily disable it. The item IMAGE ANNEX defines whether to attach to email the photos of the event.

* WHEN DISK FULL OVERWRITE - Allows you to continue recording once out of disk space by overwriting the older images.

» MINIMIZE LIVE independently - it allows to minimize the Sentinel program while keeping close to a taskbar Quick Launch toolbar.

» ABOUT - About the program
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PROGRAM REGISTRATION
Sentinel can record in different modes depending on the time of day based on a programmer. Click SETUP and press CHANNEL. Then

to choose folder

PROGRAMMING.

S |82 & @ @ el & & o

System Channel User | Disc | VA | HEtaork

Canale 1 Generale Frogrammazione ]Movimento] Maschera1 Matoriz. | 1/0 |

twif 0 [1]2]aa]s][e]7]a]a]|wm|nn]12]1a]14]15]16]17|18]1a]20]2 [22]z2s
Lun.
|

tar. -

Mer.
Gio.

Wen.

55
o 1 I Y I O

Dom.

. ‘ | l:l ﬁi . {i}. . % l:l &, Applica a tutti | canali A\(

Record | Motion | Sensor | Sersir M| No Record|

Oradinido 27/01/2012 B~ Dradifine 27/01/2012 G~ R o

Bl | Ora | e | i | Modaiit?

oy
=

DPADDIDIAD

e
)

DPAMIMIMAAD

o
N

A'r\

v

There are 5 recording modes: RED - YELLOW normal Continuous recording -

Recording in motion detection BLUE - Registration of detection alarm input

GREEN - Recording in motion detection and alarm input detection WHITE - No registration

The upper chart shows the days of the week and hours of the day. With the mouse, it is possible to determine that the recording mode

adopted in the various time slots.

In addition to the hourly programming a table is available for special occurrences that have PRIORITY 'ON TIME PROGRAMMING. And

'possible to insert periods FROM ... TO with recording mode choice.
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PRIVACY MASKING ZONE
Sentinel allows you to darken some areas of the image to protect privacy, for example in monitoring of jobs. Click SETUP, CHANNEL

and choose the folder MASKS

B @ @ ek B &5 o
System Channel/ User | Disc VA | Natwiork| KB | Save Exit

Canale Generale | Pragiammaziane | Mavimenta | Matoriz.| 170 |

Maschera Impostazioni Maschera

Area 2

Aread e

DPANIMIMADMA
PAMNIDID

MDD

v

For each camera, you can set up to three masks (AREA 1,2,3) that will appear in the live vision as covered by a black box.

CONTROL PTZ CAMERA SPEED DOME
If Sentinel is connected to the video server with the command port for speed dome cameras it is capable of controlling the movements of
the camera.

To set the communication parameters press SETUP-CHANNELS-motorized.
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B B & @ @ B &5 o0

System Channel, User | Disc | VA Metwor k| KB | Save | _ Exit

Canale 3 Genera\e] Programmazione] Movimento] Maschera |I.-"D |

Anteprima Opzioni di comunicazione
Tipa | PELCO-D -
ID dispositiva. |1 |

Vel Serale | 4800 |

Yelocit? |3 -|

Configurazione Preset

Purta |- bt ‘ r—

Mome punta

Functior

DPAMNIMIDND

-
[}

MDA DMAMAIDD

,; )l

Scansiohe Auto

&)

A D

v

Here you can set:

. TYPE - Set the communication protocol. The options available depend on the connected video server.

. Device ID - The camera address on the RS485 BUS

. VEL.SERIALE - Bus speed, must be consistent with the camera

. SPEED '- Speed of moving the camera

. SETTING PRESET - E 'can set the camera presets by positioning the camera, selecting the STEP (1 to 19), giving the preset

name and press the next button.

. FUNCTION - The buttons for controlling the movements of the camera, the zoom, focus and aperture. These buttons will also be

available in the live window, when you select a camera for which is expected to PTZ control.

admind@admin e aFF
= BE -

il

. AUTO SCAN - These buttons start and stop automatic scanning (SCAN)
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set in the internal menu of the camera.

1/0 - CONTROL OUTPUT

If the cameras connected to Sentinel have alarm outputs, you can control them from the live display window by pressing the right mouse

button.

In the settings it is possible to make some settings related to the outputs that closely depend on the cameras used, for example, their

operation NO / NC

L=

System Channel,

Canale 3

>

o
=4

DADD

A DN DN

4

DADMDIAAD

L O -
w @ @ = N SO
User | Disc VA | KB | Save Exit

Netvaork

Generale] Prugrammaziunﬂ Muvimenlu.l Maschara‘l I otoriz.
Uscita
@ Interruttore On O

Intermuttors Temporizzato

1o

Impostazioni uscite -

Uszita 1 |N o -
i MO,
MO,

MO,

USERS CONFIGURATION - (USER)

The Sentinel program allows the management of different users, each with a personal password which can have access to specific

functions. Click SETUP-USER
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Qﬂa%@-rh‘ Gz N O

System | Channgl, User Disc | IVA Netwaork KB | Save | Exit
= B=
Gruppo
Maome gruppo adrmir

[V] Live

[¥] Contralla

[] Ricerca

[VIEMap

Impostazioni

[/] Corfigurazions Fete

[/] furesto sisterna

Utente

Change Paszzword
Walidity
241/200

All

e |1a.38|

In the table on the left users who are divided into three GROUPS are listed:

. ADMIN - These users have access to all camera and system functions. They can also carry out other users' setting.

. DEFAULT - These users have access to view and configure the cameras for which they are authorized, but not to system settings.

. GUEST - These users have access only to the pure vision of the cameras for which they are authorized.

And 'possible to add other groups with different levels of personalized access by pressing the button GROUP +

For each group you can add users with USER + button. For each user you can not set permissions, which are those of the group to

which it belongs, but you can assign a username and password that will make Precide identificabiile in LOG events.

. GROUP - This section puts forth qualifications of the selected group. Selecting a user these parameters are not mdificabili

. USER - This section defines the user's USERNAME and PASSWORD, a
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if any expiry or authorized channels.

NETWORK CONFIGURATION

Click SETUP and press NETWORK

H B & @ @ |ea=

System  Channel User | Disc | A | et

Configurazione Rete

IP Locale 192168.2.24
[¥] &bilita S entinel Web Porta 80 =
|| &hilita Sentinel Remate Parta 2222 —
Advance
|| Abilita Sentingl 3GPP Forta 554

Sentinel Remate Lite

rn.s*

Export

Remote Connect Limit

Remate Connect Max Number 20

In addition to authorizations for remote access and the button to export the executable program of remote access which has been

mentioned earlier, here it is:
* CONNECT REMOTE MAX. NUMBER - In which it is possible to limit the maximum number of remote stations that can be

connected simultaneously.
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